Christopher Steele Dossier 


The following three page discussion sets the timetable and facts of the dossier as presented by: 


Glenn Kessler, “What you need to know about Christopher Steele, the FBI and the Trump 
‘dossier’,” The Washington Post, January 9, 2018 


The Facts 


As we have explained before, Fusion GPS was started by a group of former Wall Street Journal 
reporters, notably investigative reporter Glenn R. Simpson. The firm says it “provides premium 
research, strategic intelligence, and due diligence services to corporations, law firms, and 
investors worldwide.” 


Fusion in 2015 began investigating Trump under a contract with the Washington Free Beacon, a 
conservative website financially supported by GOP megadonor Paul Singer. That assignment 
ended once Trump was on track to win the nomination. But in April 2016, Fusion was hired by 
the Hillary Clinton campaign and the Democratic National Committee to keep funding the 
research. (Marc E. Elias, a lawyer representing the Clinton campaign and the DNC, retained the 
firm.) 


In early June, Fusion hired Steele, a former British intelligence officer with ties to the FBI and 
the U.S. intelligence community, to examine Trump’s ties in Russia. The dossier is actually 
several memos, based on conversations with Russian sources, that were written between June 
and December of 2016. 


On June 14, The Washington Post reported that Russian government hackers had penetrated the 
computer network of the DNC. A day later, some of those files begin to leak. Five days later, on 
June 20, Steele finished his first memo. 


“Russian regime has been cultivating, supporting and assisting TRUMP for at least 5 

years,” Steele’s memo began. “Aim, endorsed by [Russian President Vladimir] Putin, has been to 
encourage splits in division in western alliance.” The memo further claims that Trump and “his 
inner circle” have accepted “a regular flow of intelligence from the Kremlin” and that Russia had 
enough compromising material on Trump to blackmail him. 


Steele, by his own account, was sufficiently alarmed by what he had been told by his Russian 
sources that in early July he sought out a contact in the FBI, located in Rome, to supply the 
memo and other information. “Near the start of July on his own initiative — without the 
permission of the U.S. company that hired him — he sent a report he had written for that firm to 
a contact at the FBI,” David Corn of Mother Jones reported in October 2016, before the election, 
without identifying Steele as his source. 


The response from his FBI source was “shock and horror,” Steele told Corn. But something else 
was going on at the FBI at the time — an interview with Clinton on July 2 about her 
controversial email server, and then the announcement on July 5 by then-FBI Director James B. 
Comey that no charges would be brought against Clinton or her aides about the email matter. 
The FBI leadership was further distracted by the political fallout from the Clinton decision, 
including having to prepare for testimony on Capitol Hill. 


Then three things happened: 


e Trump foreign-policy adviser Carter Page traveled to Moscow July 7-8 and made a speech 
criticizing U.S. policy toward Russia that echoed Putin’s views. He emailed the Trump 


campaign about his insights from the trip. On July 19, Steele completed a report on Page’s 
Moscow trip, alleging various meetings with Russian officials, including that Page met with 
Igor Diveykin, Putin’s deputy chief for internal policy, for a discussion of “kompromat” on 
Clinton that might be given to the Trump campaign. (Page has denied the allegations made 
by Steele, referring often to the “dodgy dossier.”’) 


e WikiLeaks on July 22 released 20,000 emails that had been hacked from the DNC, a move 
that had signs of Russian handiwork and was already under investigation by the FBI. The 
embarrassing inside look at Democratic Party operations led to the resignation of the DNC 
chairwoman. 


e The Australian government notified U.S. authorities about a drunken conversation between a 
Trump campaign aide, George Papadopoulos, and an Australian diplomat in May. 
Papadopoulos claimed the Russians had “political dirt” on Clinton. 


In other words, from two different sources, the FBI received reports that Trump campaign 
officials were aware that Russia had compromising material on Clinton — just as Russia 
appeared to have attacked Clinton with the release of damaging emails. 


A “few weeks” after Steele’s initial approach to the FBI, “the bureau asked him for information 
on his sources and their reliability and on how he had obtained his reports,” Corn reported in a 
January 2017 article. “He was also asked to continue to send copies of his subsequent reports to 
the bureau.” 


In other words, by the end of the July, the leadership of the FBI was paying attention. Whether 
Steele’s initial approach to the FBI was as important as other elements — such as the DNC hack 
or the Australian communication — is unclear. 


Simpson and Peter Fritsch, another Fusion GPS founder, wrote in a recent commentary that they 
did not believe Steele’s reporting was the trigger for the FBI’s investigation into Russian 
meddling: “As we told the Senate Judiciary Committee in August, our sources said the dossier 
was taken so seriously because it corroborated reports the bureau had received from other 
sources, including one inside the Trump camp,” apparently referring to the report on 
Papadopoulos. 


[Update: In his testimony before the Senate Judiciary Committee, released on Jan. 9 by Sen. 
Dianne Feinstein (D-Calif.), Simpson said Steele’s memo was received favorably by the FBI 
because it tracked with their own intelligence. “My understanding was that they believed Chris at 
this point — that they believed Chris might be credible because they had other intelligence that 
indicated the same thing and one of those pieces of intelligence was a human source from inside 
the Trump organization,” Simpson said, apparently also a reference to Papadopoulos.] 


Sometime in this summer period, the FBI obtained a secret court order to monitor Page’s 
communications, after convincing a Foreign Intelligence Surveillance Court judge that there was 
probable cause to believe Page was acting as an agent of a foreign power, Russia. According to 
CNN, Steele’s reports were part of the justification used to win approval of the court order, 
though the FBI apparently corroborated the information as part of its investigation. Page has 
vehemently denied any wrongdoing. 


Some reports have claimed that the FBI did not obtain the court order until after the Trump 
campaign cut ties with Page. Page, however, did not announce until Sept. 26 that he was taking a 
leave of absence because of negative news reporting on his Russia connections. Such a late 


approval of the FISA order does not fit with the timeline, but it conveniently suggests the FBI 
did not obtain a court order on a Trump adviser when he was active in the campaign. 


[Update: The memo on the FISA application written by the majority staff of the House 
Intelligence Committee, released Feb. 2, 2018, states that the initial application was on Oct. 21, 
2016, later than previously disclosed. ] 


Indeed, four days earlier, two California Democrats — Sen. Dianne Feinstein and Rep. Adam B. 
Schiff — had issued a statement making clear that they had learned from intelligence briefings 
that Russia was directing a campaign to undermine the election. On Oct. 7, the Obama 
administration issued a statement blaming the Russian government for “the recent compromises 
of e-mails from U.S. persons and institutions, including from U.S. political organizations.” 


Meanwhile, at the direction of Fusion, Steele at the end of September began briefing reporters 
from The Post, the New York Times, Yahoo News, the New Yorker and CNN, according to a 
court filing in London regarding a defamation suit stemming from the BuzzFeed publication of 
the dossier. In mid-October, he had further meetings with the Times, The Post and Yahoo News. 
Finally, the filing says, Fusion directed him to have a Skype conversation with Corn of Mother 
Jones in late October. 


“No copies of the pre-election memoranda were ever shown or provided to any journalists by, or 
with the authorization of, the Defendants,” the filing says, referring to Steele and his consulting 
firm. “The briefings involved the disclosure of limited intelligence regarding indications of 
Russian interference in the US election process and the possible co-ordination of members of 
Trump’s campaign team and Russian government officials.” 


Corn, in his initial article, quoted from Steele’s memos but did not say how he obtained them. A 
reporter for the BBC initially wrote he had received copies of the memos from Fusion, but the 
phrasing then was quickly changed to remove that detail. 


Steele’s last report for Fusion was submitted on Oct. 20. The Post reported that the FBI had 
reached an agreement with Steele to pay him to continue his work after the election but that the 
arrangement fell apart after his research became public. He may have been reimbursed for some 
travel expenses. 


[Update: In his testimony, Simpson revealed that Steele at one point broke off communications 
with the FBI after the New York Times published an article saying the agency had found little 
evidence of ties between Trump and Russia. ] 


Steele also provided a copy of his dossier to a national security official in Britain and to an 
associate of Sen. John McCain (R-Ariz.), who in turn gave it to Comey. Presumably it was not 
newsworthy at that point to the FBI director. 
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Editor's Note: The following contains the text of the Christopher Steele dossier, a document that alleges 


collusion between the Russians and the Trump campaign during the 2016 U.S. Presidential election. On 


November 17, 2017, Glenn Simpson testified before the House Intelligence Committee that his company, 


Fusion GPS, was hired in September-October of 2015 by the Washington Free Beacon, a conservative 


online news site, to "do research into then-candidate Donald Trump". In the spring of 2016, the 


Washington Free Beacon and Fusion GPS contract ended. Fusion GPS was then subsequently retained by 


Perkins Coie, a law firm that also represented the Democratic National Committee (DNC). While retained by 


Perkins Coie, Fusion GPS contracted with Christopher Steele, a former MI6 agent specializing in Russian 


intelligence, to look further into Trump's business dealings in Russia. This dossier is a compilation of 


reports submitted to Fusion GPS by Christopher Steele. The text of the dossier itself was reproduced as 


faithfully as possible from the initial publication by Buzzfeed. All annotations are based on news articles or 


other publicly-available information. 
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CONFIDENTIAL/SENSITIVE SOURCE 
COMPANY INTELLIGENCE REPORT 2016/080 


US PRESIDENTIAL ELECTION: REPUBLICAN CANDIDATE DONALD TRUMP'S 
ACTIVITIES IN RUSSIA AND COMPROMISING RELATIONSHIP WITH THE KREMLIN 


Summary 


— Russian regime has been cultivating, supporting and assisting at least 5 years. 
Aim, endorsed by PUTIN, has been to encourage splits and divisions in western 
alliance 


— So far TRUMP has declined various sweetener real estate business deals offered 
him in Russia in order to further the Kremlin's cultivation of him. However he and his 
inner circle have accepted a regular flow of intelligence from the Kremlin, including 
on his Democratic and other political rivals 


— Former top Russian intelligence officer claims FSB has compromised TRUMP 
through his activities in Moscow sufficiently to be able to blackmail him. According to 
several knowledgeable sources, his conduct in Moscow has included perverted 
sexual acts which have been arranged/ monitored by the FSB 


— A dossier of compromising material on Hillary CLINTON has been collated by the 
Russian Intelligence Services over many years and mainly comprises bugged 
conversations she had on various visits to Russia and intercepted phone calls rather 
than any embarrassing conduct. The dossier is controlled by Kremlin spokesman, 
PESKOV, directly on PUTIN's orders. However it has not as yet been distributed 
abroad, including to TRUMP. Russian intentions for its deployment still unclear 
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Detail 


1. Speaking to a trusted compatriot in June 2016 sources A and B, a senior Russian 
Foreign Ministry figure and a former top level Russian intelligence officer still active 
inside the Kremlin respectively, the Russian authorities had been cultivating and 
supporting US Republican presidential candidate, Donald TRUMP for at least 5 years. 
Source B asserted that the TRUMP operation was both supported and directed by 
Russian President Vladimir PUTIN. Its aim was to sow discord and... 


CONFIDENTIAL/SENSITIVE SOURCE 


The dossier asserts that Putin's regime had been working to cultivate a relationship with Trump for at least 
5 years. Indeed, Trump's ties to Russia go back 30 years. In 2008-2009, Donald Trump Jr. "traveled to 
Russia a half-dozen times in 18 months looking for deals, but none materialized. He said there were plenty 
of investment opportunities, but the business environment was dangerous and trustworthy partners hard 
to find. 'It really is a scary place,’ he said, according to eTurboNews, an online business publication." 
Furthermore, according to Trump's then-corporate attorney, Michael Cohen, Trump signed a letter of intent, 
in October 2015, for the development of a Trump Tower in Moscow. However, Cohen later pulled out of the 
deal on Trump's behalf. This information is consistent with the claim in the dossier that Trump was offered 
but declined "various sweetener real estate business deals". 
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CONFIDENTIAL/SENSITIVE SOURCE 


...disunity both within the US itself, but more especially within the Transatlantic 
alliance which was viewed as inimical to Russia's interests. Source C, a senior 
Russian financial official said the TRUMP operation should be seen in terms of 
PUTIN's desire to return to Nineteenth Century 'Great Power' politics anchored upon 
countries’ interests rather than the ideals-based international order established after 
World War Two, S/he had overheard PUTIN talking in this way to close associates on 
several occasions. 


2. In terms of specifics, Source A confided that the Kremlin had been feeding TRUMP 
and his team valuable intelligence on his opponents, including Democratic 
presidential candidate Hillary CLINTON, for several years [See more below]. This was 
confirmed by Source D, a close associate of TRUMP who had organized and managed 
his recent trips to Moscow, and who reported, also in June 2016, that this Russian 
intelligence had been "very helpful". The Kremlin's cultivation operation on TRUMP 
also had comprised offering him various lucrative real estate development business 
deals in Russia, especially in relation to the ongoing 2018 World Cup soccer 
tournament. However, so far, for reasons unknown, TRUMP had not taken up any of 
these. 


3. However, there were other aspects to TRUMP's engagement with the Russian 
authorities. One which had borne fruit for them was to exploit personal obsessions 
and sexual perversion in order to obtain suitable 'kompromat' [compromising 
material] on him. According to Source D, where s/he had been present, (perverted) 
conduct in Moscow included hiring the presidential suite of the Ritz Carlton Hotel, 
where he knew President and OBAMA [whom he hated] had stayed on one of their 
official trips to Russia, and defiling the bed where they had slept by employing a 
number of prostitutes to perform a 'golden showers'(urination) show in front of him. 
The hotel was known to be under FSB control with microphones and concealed 
cameras in all the main rooms to record anything they wanted to. 
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4. The Moscow Ritz Carlton episode involving TRUMP reported above was confirmed 
by Source E, [redacted], who said that s/he and several of the staff were aware of it 
at the time and subsequently. S/he believed it had happened in 2013. Source E 
provided an introduction for a company ethnic Russian operative to Source F, a 
female staffer at the hotel when TRUMP had stayed there, who also confirmed the 
story. Speaking separately in June 2016, Source [the former top level Russian 
intelligence officer] asserted that TRUMP's unorthodox behavior in Russia over the 
years had provided the authorities there with enough embarrassing material on the 
now Republican presidential candidate to be able to blackmail him if they so wished. 


5. Asked about the Kremlin's reported intelligence feed to TRUMP over recent years 
and rumours about a Russian dossier of 'kompromat' on... 


CONFIDENTIAL/SENSITIVE SOURCE 


Transatlantic rifts have indeed developed under Donald Trump's leadership, which may be one reason Putin 
wanted Trump to win the U.S. presidency. 


Again, the dossier mentions that Trump was offered lucrative real estate deals but had not taken them for 
unknown reasons. As mentioned in the footnote for page 1, Donald Trump Jr.'s comments indicated that 
Trump was indeed cautious about making deals in Russia and Trump pulled out of a Trump Tower Moscow 
deal after initially signing a letter of intent. 


It is known that Trump did visit Moscow when he held the 2013 Miss Universe pageant there. Although it 
has not been confirmed that he stayed at the Ritz-Carlton, one Russian organizer recalled meeting him 
there during the Miss Universe pageant, although she did not believe the claim in the dossier. 
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CONFIDENTIAL/SENSITIVE SOURCE 


Hillary CLINTON (being circulated), Source B confirmed the file's existence. S/he 
confided in a trusted compatriot that it had been collated by Department K of the 
FSB for many years, dating back to her husband Bill's presidency, and comprised 
mainly eavesdropped conversations of various sorts rather than details/evidence of 
unorthodox or embarrassing behavior. Some of the conversations were from bugged 
comments CLINTON had made on her various trips to Russia and focused on things 
she had said which contradicted her current position on various issues. Others were 
most probably from phone intercepts. 


6. Continuing on this theme, Source G, a senior Kremlin official, confided that the 
CLINTON dossier was controlled exclusively by chief spokesman, Dmitry PESKOV, 
who was responsible for compiling/handling it on the explicit instructions of PUTIN 
himself. The dossier however had not as yet been made available abroad, including 
to TRUMP or his campaign team. At present it was unclear what intentions were in 
this regard. 


20 June 2016 
CONFIDENTIAL/SENSITIVE SOURCE 
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In response to the above allegations, the Kremlin denied that it had compromising dossiers on Trump or 
Clinton. However, the denial alone is difficult to trust, given that "kompromat" has long been known to be a 
tactic of Russian intelligence and it might even be argued that it should be expected that the Russians 
would attempt to collect intelligence on important U.S. visitors. 
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CONFIDENTIAL/SENSITIVE SOURCE 
COMPANY INTELLIGENCE REPORT 2016/086 


RUSSIA/CYBER CRIME: A SYNOPSIS OF RUSSIAN STATE SPONSORED AND OTHER 
CYBER OFFENSIVE (CRIMINAL) OPERATIONS 


Summary 


— Russia has extensive programme of state-sponsored offensive cyber operations. 
External targets include foreign governments and big corporations, especially banks. 
FSB leads on cyber within Russian apparatus. Limited success in attacking top 
foreign targets like G7 governments, security services and IFIs but much more on 
second tier ones through IT back doors, using corporate and other visitors to Russia 


— FSB often uses coercion and blackmail to recruit most capable cyber operatives in 
Russia into its state-sponsored programmes. Heavy use also, both wittingly and 
unwittingly, of CIS emigres working in western corporations and ethnic Russians 
employed by neighbouring governments e.g. Latvia 


— Example cited of successful Russian cyber operation targeting senior Western 
business visitor. Provided back door into important Western institutions. 


— Example given of US citizen of Russian origin approached by FSB and offered 
incentive of "investment" in his business when visiting Moscow. 


— Problems however for Russian authorities themselves in countering local hackers 
and cyber criminals, operating outside state control. Central Bank claims there were 
over 20 serious attacks on correspondent accounts held by CBR in 2015, comprising 
Roubles several billion in fraud 


— Some details given of leading non-state Russian cyber criminal groups 
Details 


1. Speaking in June 2016, a number of Russian figures with a detailed knowledge of 
national cyber crime, both state-sponsored and otherwise, outlined the current 
situation in this area. A former senior intelligence officer divided Russian state- 
sponsored offensive cyber operations into four categories (in order of priority):- 
targeting foreign, especially... 


CONFIDENTIAL/SENSITIVE SOURCE 


Russian cyber attacks are known to occur. In March 2017, the U.S. Department of Justice indicted two FSB 
operatives and two hackers for their role in a massive 2014 cyber attack on Yahoo. 
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It has been reported that non-state hackers have stolen billions of Roubles from the Central Bank of 
Russia, corroborating this part of the dossier's report. 
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CONFIDENTIAL/SENSITIVE SOURCE 


...western governments; penetrating leading foreign business corporations, 
especially banks; domestic monitoring of the elite; and attacking political opponents 
both at home and abroad. The former intelligence officer reported that the Federal 
Security Service (FSB) was the lead organization within the Russian state apparatus 
for cyber operations. 


2. In terms of the success of Russian offensive cyber operations to date, a senior 
government figure reported that there had been only limited success in penetrating 
the "first tier" foreign targets. These comprised western (especially G7 and NATO) 
governments, security and intelligence services and central banks, and the IFls. To 
compensate for this shortfall, massive effort had been invested, with much greater 
success, in attacking the "secondary targets", particularly western private banks and 
the governments of smaller states allied to the West. S/he mentioned Latvia in this 
regard. Hundreds of agents, either consciously cooperating with the FSB or whose 
personal and professional IT systems had been unwittingly compromised, were 
recruited. Many were people who had ethnic and family ties to Russia and or had 
been incentivized financially to cooperate. Such people often would receive 
monetary inducements or contractual favours from the Russian state or its agents in 
return. This had created difficulties for parts of the Russian state apparatus in 
obliging/indulging them e.g. the Central Bank of Russia knowingly having to cover 
up for such agents' money laundering operations through the Russian financial 
system. 


3. In terms of the FSB's recruitment of capable cyber operatives to carry out its, 
ideally deniable, offensive cyber operations, a Russian IT specialist with direct 
knowledge reported in June 2016 that this was often done using coercion and 
blackmail. In terms of 'foreign' agents, the FSB was approaching US citizens of 
Russian (Jewish) origin on business trips to Russia. In one case a US citizen of 
Russian ethnicity had been visiting Moscow to attract investors in his new 
information technology program. The FSB clearly knew this and had offered to 
provide seed capital to this person in return for them being able to access and 
modify his IP, with a view to targeting priority foreign targets by planting a Trojan 
virus in the software. The US visitor was told this was common practice. The FSB 
also had implied significant operational success as a result of installing cheap 
Russian IT games containing their own malware unwittingly by targets on their PCs 
and other platforms. 


4. In a more advanced and successful FSB operation, an IT operator inside a leading 
Russian SOE, who previously had been employed on conventional (defensive) IT 
work there, had been under instruction for the last year to conduct an offensive 
cyber operation against a foreign director of the company. Although the latter was 
apparently an infrequent visitor to Russia, the FSB now successfully had penetrated 
his personal IT and through this had managed to access various important 
institutions in the West through the back door. 


CONFIDENTIAL/SENSITIVE SOURCE 
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In early 2017, it emerged that Russia had charged three FSB agents and an executive of a cybersecurity 
company, Kaspersky Labs, with treason. [Source] Although Peskov denied the timing and reason for the 
arrests were suspicious, some have speculated that they could be related to anonymous sources in the 
dossier who were identified. On a separate note, Kaspersky Labs also paid former U.S. National Security 
Adviser Michael Flynn for a 2015 speech. 
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CONFIDENTIAL/SENSITIVE SOURCE 


5. In terms of other technical IT platforms, an FSB cyber operative flagged up the 
‘Telegram' enciphered commercial system as having been of especial concern and 
therefore heavily targeted by the FSB, not least because it was used frequently by 
Russian internal political activists and oppositionists. His/her understanding was that 
the FSB now successfully had cracked this communications software and therefore it 
was no longer secure to use. 


6. The senior Russian government figure cited above also reported that non-state 
sponsored cyber crime was becoming an increasing problem inside Russia for the 
government and authorities there. The Central Bank of Russia claimed that in 2015 
alone there had been more than 20 attempts at serious cyber embezzlement of 
money from corresponding accounts held there, comprising several billions Roubles. 
More generally, s/he understood there were circa 15 major organised crime groups 
in the country involved in cyber crime, all of which continued to operate largely 
outside state and FSB control. These included the so-called 'Anunak', 'Buktrap' and 
‘Metel' organisations. 


26 July 2015 
CONFIDENTIAL/SENSITIVE SOURCE 


A report on April 30, 2016 revealed ongoing cyber attacks on the 'Telegram' messaging app. Other reports 
agree that Russia has been attempting to hack messaging apps. 
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COMPANY INTELLIGENCE REPORT 2016/095 


PRESIDENTIAL ELECTION: FURTHER INDICATIONS OF EXTENSIVE CONSPIRACY 
BETWEEN TRUMP'S CAMPAIGN TEAM AND THE KREMLIN 


Summary 

— Further evidence of extensive conspiracy between TRUMP's campaign team and 
Kremlin, sanctioned at highest levels and involving Russian diplomatic staff based in 
the US 


— TRUMP associate admits Kremlin behind recent appearance of DNC e-mails on 
WikiLeaks, as means of maintaining plausible deniability 
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— Agreed exchange of information established in both directions. TRUMP's team 
using moles within DNC and hackers in the US as well as outside in Russia. PUTIN 
motivated by fear and hatred of Hillary CLINTON. Russians receiving intel from team 
on Russian oligarchs and their families in US 


— Mechanism for transmitting this intelligence involves "pension" disbursements to 
Russian emigres living in US as cover, using consular officials in New York, DC and 
Miami 


— Suggestion from source close to TRUMP and MANAFORT that Republican campaign 
team happy to have Russia as media bogeyman to mask more extensive corrupt 
business ties to China and other emerging countries 


Detail 


1. Speaking in confidence to a compatriot in late July 2016, Source E, an ethnic 
Russian close associate of Republican US presidential candidate Donald TRUMP, 
admitted that there was a well-developed conspiracy of co-operation between them 
and the Russian leadership. This was managed on the TRUMP side by the Republican 
candidate's campaign manager, Paul MANAFORT, who was using foreign policy 
advisor, Carter PAGE, and others as intermediaries. The two sides had a mutual 
interest in defeating Democratic presidential candidate Hillary CLINTON, whom 
President PUTIN apparently both hated and feared. 


2. Inter alia, Source E, acknowledged that the Russian regime had been behind the 
recent leak of embarrassing e-mail messages, emanating from the Democratic 
National Committee (DNC), to the WikiLeaks platform. 


CONFIDENTIAL/SENSITIVE SOURCE 


On December 29, 2016, twenty-two days prior to handing over the presidency to Trump, Obama expelled 

35 Russian diplomats from the U.S. While this move was ostensibly in response to the hacking of the DNC 
during the election, it is possible that the move was also intended to purge diplomats cooperating with the 
Trump team and the Kremlin. 


The abovementioned Trump associate that admitted the Kremlin was behind the DNC e-mails released by 
WikiLeaks could possibly be Roger Stone, who, in October 2016, admitted to having "back-channel 
communications" with WikiLeaks founder Julian Assange. Late on a Saturday night in March 2017, Stone 
tweeted again that he had "[N]ever denied perfectly legal back channel to Assange who indeed had the 
goods on #CrookedHillary". The tweet was later deleted. 


The dossier raises the possibility that Trump was feeding Putin information on Russian oligarchs in the U.S. 
The proximity of the Trump family to a number of Russian oligarchs raises the possibility that this might 
have occurred. As an anecdote, Ivanka Trump invited the wife of a Russian oligarch to Trump's 
inauguration. More practically, Trump has done at least $98.4 million of real estate deals with Russians in 
Florida, with additional deals likely in New York and possibly elsewhere. Thus, the financial information 
gained during such sales might be desirable by Russia to enforce their regulations on asset and income 
disclosures, taxes, etc., as one problem in Russia is the wealthy hiding their assets from the Russian 
government. 


There is also evidence that unusual "pension" disbursements may indeed have been used as a cover. 
Special counsel Robert Mueller's team is examining suspicious financial transactions between the Russian 
government and people or businesses in the U.S. One of these transactions was a $120,000 payment to 
former Russian ambassador to the U.S., Sergey Kislyak ten days after the election of Donald Trump. 
Furthermore, "bankers flagged nearly 30 checks for a total of about $370,000 to embassy employees, who 
cashed the checks as soon as they received them, making it virtually impossible to trace where the money 
went. Bank officials noted that the employees had not received similar payments in the past..." 
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register 38 new trademarks in China. Additionally, the family of Trump's son-in-law, Jared Kushner, is 
negotiating a $400 million deal with a Chinese company associated with the Communist Party. 
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CONFIDENTIAL/SENSITIVE SOURCE 


The reason for using WikiLeaks was "plausible deniability" and the operation had 
been conducted with the full knowledge and support of TRUMP and senior members 
of his campaign team. In return the TRUMP team had agreed to sideline Russian 
intervention in Ukraine as a campaign issue and to raise defence commitments in 
the Baltics and Eastern Europe to deflect attention away from Ukraine, a priority for 
PUTIN who needed to cauterise the subject. 


3. In the wider context campaign/Kremlin co-operation, Source E claimed that the 
intelligence network being used against CLINTON comprised three elements. Firstly, 
there were agents/facilitators within the Democratic Party structure itself; secondly 
Russian emigre’ and associated offensive cyber operators based in the US; and 
thirdly, state-sponsored cyber operatives working in Russia. All three elements had 
played an important role to date. On the mechanism for rewarding relevant assets 
based in the US, and effecting a two-way flow of intelligence and other useful 
information, Source E claimed that Russian diplomatic staff in key cities such as New 
York, Washington DC and Miami were using the emigre’ "pension" distribution 
system as cover. The operation therefore depended on key people in the US Russian 
emigre’ community for its success. Tens of thousands of dollars were involved. 


4. In terms of the intelligence flow from the TRUMP team to Russia, Source E 
reported that much of this concerned the activities of business oligarchs and their 
families' activities and assets in the US, with which PUTIN and the Kremlin seemed 
preoccupied. 


5. Commenting on the negative media publicity surrounding alleged Russian 
interference in the US election campaign in support of TRUMP, Source E said he 
understood that the Republican candidate and his team were relatively relaxed 
about this because it deflected media and the Democrats' attention away from 
TRUMP's business dealings in China and other emerging markets. Unlike in Russia, 
these were substantial and involved the payment of large bribes and kickbacks 
which, were they to become public, would be potentially very damaging to their 
campaign. 


6. Finally, regarding TRUMP's claimed minimal investment profile in Russia, a 
separate source with direct knowledge said this had not been for want of trying. 
TRUMP's previous efforts had included exploring the real estate sector in St 
Petersburg as well as Moscow but in the end TRUMP had had to settle for the use of 
extensive sexual services there from local prostitutes rather than business success. 


CONFIDENTIAL/SENSITIVE SOURCE 


See footnotes for page 7, above. 
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COMPANY INTELLIGENCE REPORT 2016/94 


RUSSIA: SECRET KREMLIN MEETINGS ATTENDED BY TRUMP ADVISOR, CARTER 
PAGE IN MOSCOW (JULY 2016) 


Summary 


— TRUMP advisor Carter PAGE holds secret meetings in Moscow with SECHIN and 
senior Kremlin Internal Affairs official, DIVYEKIN 


— SECHIN raises issues of future bilateral US-Russia energy co-operation and 
associated lifting of western sanctions against Russia over Ukraine. PAGE non- 
committal in response 


— DIVEYKIN discusses release of Russian dossier of 'kompromat' on TRUMP's 
opponent, Hillary CLINTON, but also hints at Kremlin possession of such material on 
TRUMP 


Detail 


1. Speaking in July 2016, a Russian source close to Rosneft President, PUTIN close 
associate and US-sanctioned individual, Igor SECHIN, confided the details of a 
recent secret meeting between him and visiting Foreign Affairs Advisor to Republican 
presidential candidate Donald TRUMP, Carter PAGE. 


2. According to SECHIN's associate, the Rosneft President (CEO) had raised with 
PAGE the issues of future bilateral energy cooperation and prospects for an 
associated move to lift Ukraine-related western sanctions against Russia. PAGE had 
reacted positively to this demarche by SECHIN but had been generally non- 
committal in response. 


3. Speaking separately, also in July 2016, an official close to Presidential 
Administration Head, S. IVANOV, confided in a compatriot that a senior colleague in 
the Internal Political Department of the PA, DIVYEKIN (nfd) also had met secretly 
with PAGE on his recent visit. Their agenda had included DIVEYKIN raising a dossier 
of 'kompromat' the Kremlin possessed on Democratic presidential rival, Hillary 
CLINTON, and its possible release to the Republican's campaign team. 


4. However, the Kremlin official close to S. IVANOV added that s/he believed 
DIVEYKIN also had hinted (or indicated more strongly) that the Russian leadership 
also had 'kompromat' on TRUMP which the latter should bear in mind in his dealings 
with them. 


It is known that Carter Page was in Moscow to give a speech on July 7, 2016. Thus, the timeline for the 
alleged secret meetings in Moscow is consistent with Page's known travels. 


It was reported on April 19, 2017, that Exxon Mobil applied to the Treasury Department for a waiver to 
resume its joint venture with Russia's state oil company, Rosneft, despite current U.S. sanctions. This news 
came exactly a week after Rex Tillerson, the current Secretary of State, had an unscheduled meeting with 
Putin in Moscow, after leaving behind the U.S. press pool. Tillerson is the former CEO of Exxon and retired 
January 1, 2017. Tillerson also is a recipient of the Order of Friendship by Putin. Tillerson is a friend of Igor 
Sechin, the Executive Chairman of Rosneft. In 2011, on behalf of ExxonMobil, Tillerson signed an 
agreement with Russia for drilling in the Arctic that could be valued up to $300 billion. The company began 
drilling in the Kara Sea in the summer of 2014 until a round of sanctions against Russia due to the 
Ukrainian crisis brought the project to a halt. 
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19 July 2016 
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RUSSIA-US PRESIDENTIAL ELECTION: KREMLIN CONCERN THAT POLITICAL 
FALLOUT FROM DNC E-MAIL HACKING AFFAIR SPIRALLING OUT OF CONTROL 


Summary 


— Kremlin concerned that political fallout from DNC e-mail hacking operation is 
spiraling out of control. Extreme nervousness among associates as result of negative 
media attention/accusations 


— Russians meanwhile keen to cool situation and maintain ‘plausible deniability' of 
existing /ongoing and operations. Therefore unlikely to be any ratcheting up 
offensive plays in immediate future 


— Source close to TRUMP campaign however confirms regular exchange with 
Kremlin has existed for at least 8 years, including intelligence fed back to Russia on 
oligarchs’ activities in US 


— Russians apparently have promised not to use 'kompromat' they hold on TRUMP 
as leverage, given high levels of voluntary co-operation forthcoming from his team 


Detail 


1. Speaking in confidence to a trusted associate in late July 2016, a Russian emigre’ 
figure close to the Republican US presidential candidate Donald TRUMP's campaign 
team commented on the fallout from publicity surrounding the Democratic National 
Committee (DNC) e-mail hacking scandal. The emigre’ said there was a high level of 
anxiety within the TRUMP team as a result of various accusations levelled against 
them and indications from the Kremlin that President PUTIN and others in the 
leadership thought things had gone too far now and risked spiralling out of control. 


2. Continuing on this theme, the emigre’ associate of TRUMP opined that the 

Kremlin wanted the situation to calm but for 'plausible deniability' to be maintained 
concerning its (extensive) pro-TRUMP and anti-CLINTON operations. S/he therefore 
judged that it was unlikely these would be ratcheted up, at least for the time being. 


3. However, in terms of established operational liaison between the TRUMP team and 
the Kremlin, the emigre’ confirmed that an intelligence exchange had been running 
between them for at least 8 years. Within this context PUTIN's priority requirement 
had been for intelligence on the activities, business and otherwise, in the US of 
leading Russian oligarchs and their families. TRUMP and his associates duly had 
obtained and supplied the Kremlin with this information. 
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It cannot be confirmed that Trump passed information to the Kremlin about Russians in the U.S. What is 
known is that Trump has had business relationships with Russian oligarchs, making him privy to business 
information and other intelligence. Indeed, "New York City real estate broker Dolly Lenz told USA TODAY 
she sold about 65 condos in Trump World at 845 U.N. Plaza in Manhattan to Russian investors, many of 
whom sought personal meetings with Trump for his business expertise.". Trump also had real estate deals 
with Russians in Florida, where "63 individuals with Russian passports or addresses have bought at least 
$98.4 million worth of property in seven Trump-branded luxury towers in southern Florida." Often, wealthy 
Russians invest in U.S. real estate because it "provides a safe haven for overseas investors. It has few 
reporting requirements and is a preferred way to move cash of questionable provenance. Amid the turmoil, 
buyers found a dearth of available projects. Trump World Tower, opened in 2001, became a prominent 
depository of Russian money." Thus, it is known that Trump had the means to pass information to the 
Kremlin on Russians in the U.S. 


It is also known that the FBI is continuing to look into unusual activity between a Russian bank and a 
Trump Organization computer server. Between May 4, 2016 and September 23, 2016, 80% of pings to the 
server came from Alfa Bank, which is the largest private commercial bank in Russia. As an aside, the 
second most frequent lookups came from Spectrum Health, a medical facility chain headed by the husband 
of Betsy DeVos. Betsy DeVos is a large donor to the Republican party and was appointed by Trump to be 
the U.S. Secretary of Education, despite significant opposition. Together, the pings from Alfa Bank and 
Spectrum Health made up 99% of the Trump server's traffic. While it is not clear why such unusual activity 
occurred, it is clear that Trump had the opportunity to exchange information with Russians. 
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4. Finally, the emigre' said s/he understood the Kremlin had more intelligence on 
CLINTON and her campaign but he did not know the details or when or if it would be 
released. As far as 'kompromat' (compromising information) on TRUMP were 
concerned, although there was plenty of this, he understood the Kremlin had given 
its word that it would not be deployed against the Republican presidential candidate 
given how helpful and co-operative his team had been over several years, and 
particularly of late. 


30 July 2016 


U.S. intelligence agencies have concluded that the Russians hacked the Republican National Committee's 
computer system, along with their attacks on Democratic organizations. Unlike the materials released on 
Democrats during the 2016 election, Republican hacked materials were not released. 


Page 13/35 


COMPANY INTELLIGENCE REPORT 2016/100 


GROWING BACKLASH IN KREMLIN TO DNC HACKING AND TRUMP SUPPORT 
OPERATIONS 


Summary 
— Head of PA IVANOV laments Russian intervention in US presidential election and 


black PR against CLINTON and the DNC. Vows not to supply intelligence to Kremlin 
PR operatives again. Advocates now sitting tight and denying everything 
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— Presidential spokesman PESKOV the main protagonist in Kremlin campaign to aid 
TRUMP and damage CLINTON. He is now scared and fears being made scapegoat by 
leadership for backlash in US. Problem compounded by his botched intervention in 
recent Turkish crisis 


— Premier MEDVEDEV's office furious over DNC hacking and associated anti-Russian 
publicity. Want good relations with US and ability to travel there. Refusing to support 
or help cover up after PESKOV 


— Talk now in Kremlin of TRUMP withdrawing from presidential race altogether, but 
this still largely wishful thinking by more liberal elements in Moscow 


Detail 


1. Speaking in early August 2016, two well-placed and established Kremlin sources 
outlined the divisions and backlash in Moscow arising from the leaking of Democratic 
National Committee (DNC) e-mails and the wider pro-TRUMP operation being 
conducted in the US. Head of Presidential Administration, Sergei IVANOV, was angry 
at the recent turn of events. He believed the Kremlin "team" involved, led by 
presidential spokesman Dmitriy PESKOV, had gone too far in interfering in foreign 
affairs with their "elephant in a china shop black PR". IVANOV claimed always to 
have opposed the handling and exploitation of intelligence by this PR "team". 
Following the backlash against such foreign interference in US politics, IVANOV was 
advocating that the only sensible course of action now for the Russian leadership 
was to "sit tight and deny everything". 


2. Continuing on this theme the source close to IVANOV reported that PESKOV now 
was "scared shitless" that he would be scapegoated by PUTIN and the Kremlin and 
held responsible for the backlash against Russian political interference in the US 
election. IVANOV was determined... 


The dossier claims that there was controversy over Peskov's "elephant in a china shop black PR". Indeed, 
as testified to by James Comey before Congress, "They [Russia] were unusually loud in their intervention." 
See further comments below on page 14. 
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...to stop PESKOV playing an independent role in relation to the US going forward 
and the source fully expected the presidential spokesman now to lay low. PESKOV's 
position was not helped by a botched attempt by him also to interfere in the recent 
failed coup in Turkey from a government relations (GR) perspective (no further 
details). 


3. The extent of disquiet and division within Moscow caused by the backlash against 
Russian interference in the US election was underlined by a second source, close to 
premier Dmitriy MEDVEDEV (DAM). S/he said the Russian prime minister and his 
colleagues wanted to have good relations with the US, regardless of who was in 
power there, and not least so as to be able to travel there in future, either officially 
or privately. They were openly refusing to cover up for PESKOV and others involved 
in the operations or to support his counter-attack of allegations against the USG for 
its alleged hacking of the Russian government and state agencies. 


4. According to the first source, close to IVANOV, there had been talk in the Kremlin 
of TRUMP being forced to withdraw from the presidential race altogether as a result 
of recent events, ostensibly on grounds of his state and unsuitability for high office. 
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This might not be so bad for Russia in the circumstances but in the view of the 
source, it remained largely wishful thinking on the part of those in the regime 
opposed to PESKOV and his "botched" operations, at least for the time being. 


5 August 2016 


The dossier mentions a botched attempt by Peskov to interfere in relations following the failed Turkish 
coup. In general, Russia's role in this incident is unclear. Early reports in Russian media claimed that 
Russian intelligence intercepted Turkish military messages and alerted Turkish President Erdogan to the 
impending coup, allowing him to escape in time. However, Erdogan denied those reports and it is not clear 
how involved Russia actually was. 


It is possible that divisions developed in Russia over the unusually bold measures used to interfere in the 
2016 U.S. election. During questioning by the U.S. House Inteligence committee on March 20, 2017, FBI 
director James Comey testified that, "They [Russia] were unusually loud in their intervention. It's almost as 
if they didn't care that we knew." When asked why he thought Russia was so ‘loud,’ Mr. Comey said: "It 
might be that they wanted us to help them by telling people what they were doing." We would "amplify it" 
by warning people about it, he said. 
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COMPANY INTELLIGENCE REPORT 2016/101 


RUSSIA/US PRESIDENTIAL ELECTION: SENIOR KREMLIN FIGURE OUTLINES 
EVOLVING RUSSIAN TACTICS IN PRO-TRUMP, ANTI-CLINTON OPERATION 


Summary 


— Head of PA, IVANOV assesses Kremlin intervention in US presidential election and 
outlines leadership thinking on operational way forward 


— No new leaks envisaged, as too politically risky, but rather further exploitation of 
(WikiLeaks) material already disseminated to exacerbate divisions 


— Educated US youth to be targeted as protest (against CLINTON) and swing vote in 
attempt to turn them over to TRUMP 


— Russian leadership, including PUTIN, celebrating perceived success to date in 
splitting US hawks and elite 


— Kremlin engaging with several high profile US players, including STEIN, PAGE and 
(former DIA Director Michael FLYNN), and funding their recent visits to Moscow 


Details 


1. Speaking in confidence to a close colleague in early August 2016, head of the 
Russian Presidential Administration (PA), Sergei IVANOV, assessed the impact and 
results of Kremlin intervention in the US presidential election to date. Although most 
commentators believed that the Kremlin was behind the leaked DNC/CLINTON e- 
mails, this remained technically deniable. Therefore the Russians would not risk their 
position for the time being with new leaked material, even to a third party like 
WikiLeaks. Rather the tactics would be to spread rumours and misinformation about 
the content of what already had been leaked and make up new content. 


2. Continuing on this theme, IVANOV said that the audience to be targeted by such 
operations was the educated youth in America as the PA assessed that there was 
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still a chance they could be persuaded to vote for Republican candidate Donald 
TRUMP as a protest against the Washington establishment (in the form of 
Democratic candidate Hillary CLINTON). The hope was that even if she won, as a 
result of this CLINTON in power would be bogged down in working for internal 
reconciliation in the US, rather than being able to focus on foreign policy which 
would damage Russia's interests. This also should give President PUTIN more room 
for manoeuvre in the run-up to Russia's own presidential election in 2018. 


3. IVANOV reported that although the Kremlin had underestimated the strength of 
US media and liberal reaction to the DNC hack and TRUMP's links to Russia, PUTIN 
was generally satisfied with the progress of the anti-CLINTON operation to date. He 
recently had had a drink with PUTIN to mark this. In IVANOV's view, the US had 
tried to divide the Russian elite with sanctions but failed, whilst they, by contrast, 
had succeeded in splitting the US hawks inimical to Russia and the Washington elite 
more generally, half of whom had refused to endorse any presidential candidates a 
result of Russian intervention. 


4. Speaking separately, also in early August 2016, a Kremlin official involved in US 
relations commented on aspects of the Russian operation to date. Its goals had been 
threefold- asking sympathetic US actors how Moscow could help them; gathering 
relevant intelligence; and creating and disseminating compromising information 
(‘kompromat'). This had involved the Kremlin supporting various US political figures, 
including funding indirectly their recent visits to Moscow. S/he named a delegation 
from Lyndon LAROUCHE; presidential candidate Jill STEIN of the Green Party; 
TRUMP foreign policy adviser... 


During the three months leading up to the 2016 election, researchers counted 30 million shares of pro- 
Trump false news stories on Facebook, compared to 8 million shares of pro-Clinton false news stories. In 
addition, Russian Twitter bots produced false news during the election. 


Jill Stein is mentioned as a political figure indirectly supported by Russia. Indeed, Stein has made several 
comments favorable to Russian interests and "traveled to Moscow, Russia, in December 2015 to participate 
in a panel organized by RT, a television network funded by the Russian government... Stein also attended a 
dinner with Russian President Vladimir Putin." 
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...Carter PAGE; and former DIA Director Michael Flynn, in this regard and as 
successful in terms of perceived outcomes. 


10 August 2016 
Michael Flynn is mentioned as a political figure supported by the Kremlin. Flynn was the former Director of 
the Defense Intelligence Agency (DIA) and, following appointment by Trump, was the shortest-serving 


National Security Advisor in history, serving just 24 days. Flynn was forced to resign for misleading Vice 
President Mike Pence and others about his conversations with Russian ambassador, Sergey Kislyak. 
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RUSSIA/US PRESIDENTIAL ELECTION: REACTION IN TRUMP CAMP TO RECENT 
NEGATIVE PUBLICITY ABOUT RUSSIAN INTERFERENCE AND LIKELY RESULTING 
TACTICS GOING FORWARD 


Summary 


— TRUMP campaign insider reports recent DNC e-mail leaks were aimed at switching 
SANDERS (protest) voters away from CLINTON and over to TRUMP 


— Admits Republican campaign underestimated resulting negative reaction from US 
liberals, elite and media and forced to change course as result 


— Need now to turn tables on CLINTON's use of PUTIN as bogeyman in election, 
although some resentment at Russian president's perceived attempt to undermine 
USG and system over and above swinging presidential election 


Detail 


1. Speaking in confidence on 9 August 2016, an ethnic Russian associate of 
Republican US presidential candidate Donald TRUMP discussed the reaction inside 
his camp, and revised tactics therein resulting from recent negative publicity 
concerning Moscow's clandestine involvement in the campaign. TRUMP's associate 
reported that the aim of leaking the DNC e-mails to WikiLeaks during the 
Democratic Convention had been to swing supporters of Bernie SANDERS away from 
Hillary CLINTON and across to TRUMP. These voters were perceived as activist and 
anti-status quo and anti-establishment and in that regard sharing many features 
with the TRUMP campaign, including a visceral dislike of Hillary CLINTON. This 
objective had been conceived and promoted, inter alia, by TRUMP's foreign policy 
adviser Carter PAGE who had discussed it directly with the ethnic Russian associate. 


2. Continuing on this theme, the ethnic Russian associate of TRUMP assessed that 
the problem was that the TRUMP campaign had underestimated the strength of the 
negative reaction from liberals and especially the conservative elite to Russian 
interference. This was forcing a rethink and a likely change of tactics. The main 
objective in the short term was to check Democratic candidate Hillary CLINTON's 
successful exploitation of the PUTIN as bogeyman/Russian interference story to 
tarnish TRUMP and bolster her own (patriotic) credentials. The TRUMP campaign was 
focusing on tapping into support in the American television media to achieve this, as 
they reckoned this resource had been underused by them to date. 


3. However, associate also admitted that there was a fair amount of anger and 
resentment within the Republican candidate's team at what was perceived by PUTIN 
as going beyond the objective of weakening CLINTON and bolstering TRUMP, by 
attempting to exploit the situation to undermine the US government and democratic 
system more generally. It was unclear at present how this aspect of the situation 
would play out in the weeks to come. 


10 August 2016 


The timing of the first Wikileaks release of the Democratic National Committee's (DNC's) e-mails was 
regarded by some as suspicious because it occurred the day before the DNC national convention. David 
Shedd, a former Director of the Defense Intelligence Agency (DIA), said, "the release of emails just as the 
Democratic National Convention is getting underway this week has the hallmarks of a Russian active 
measures campaign." The release of the anti-Clinton emails at such a critical time could have had the 
Russian's desired effect of turning Bernie Sanders supporters away from Clinton. 
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COMPANY INTELLIGENCE REPORT 2016/136 


RUSSIA/US PRESIDENTIAL ELECTION: FURTHER DETAILS OF TRUMP LAWYER 
COHEN'S SECRET LIAISON WITH THE KREMLIN 


Summary 


— Kremlin insider reports TRUMP lawyer COHEN's secret meeting/s with Kremlin 
officials in August 2016 was/were held in Prague 


— Russian parastatal organisation Rossotrudnichestvo used as cover for this liaison 
and premises in Czech capital may have been used for the meeting/s 


— Pro-PUTIN leading Duma figure, KOSACHEV, reportedly involved as "plausibly 
deniable" facilitator and may have participated in the August meeting/s with COHEN 


Detail 


1. Speaking to a compatriot and friend on 19 October 2016, a Kremlin insider 
provided further details of reported clandestine meeting/s between Republican 
presidential candidate, Donald TRUMP's lawyer Michael COHEN and Kremlin 
representatives in August 2016. Although the communication between them had to 
be cryptic for security reasons, the Kremlin insider clearly indicated to his/her friend 
that the reported contact/s took place in Prague, Czech Republic. 


2. Continuing on this theme, the Kremlin insider highlighted the importance of the 
Russian parastatal organisation, Rossotrudnichestvo, in this contact between TRUMP 
campaign representative/s and Kremlin officials. Rossotrudnichestvo was being used 
as cover for this relationship and its office in Prague may well have been used to 
host the COHEN/Russian Presidential Administration (PA) meeting/s. It was 
considered a "plausibly deniable" vehicle for this, whilst remaining entirely under 
Kremlin control. 


3. The Kremlin insider went on to identify leading pro-PUTIN Duma figure, 
Konstantin KOSACHEV (Head of the Foreign Relations Committee) as an important 
figure in the TRUMP campaign-Kremlin liaison operation. KOSACHEV, also "plausibly 
deniable" being part of the Russian legislature rather than executive, had facilitated 
the contact in Prague and by implication, may have attended the meeting/s with 
COHEN there in August. 


Company Comment 


We reported previously, in our Company Intelligence Report 2016/135 of 19 October 
2016 from the same source, that COHEN met officials from the PA Legal Department 
clandestinely in an EU country in August 2016. This was in order to clean up the 
mess left behind by western media revelations of TRUMP ex-campaign manager 
MANAFORT's corrupt relationship with the former pro-Russian YANUKOVYCH regime 
in Ukraine and TRUMP foreign policy advisor, Carter PAGE's secret meetings in 
Moscow with senior regime figures in July 2016. According to the Kremlin advisor, 
these meeting/s were originally scheduled for COHEN in Moscow but shifted to... 
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According to a story in the New York Times, one week before resigning, Michael Flynn received a proposal 
that included a plan for Trump to lift sanctions on Russia. Michael Cohen, Trump's personal lawyer, was 
alleged to have delivered the document. After the release of the dossier, Michael Cohen vehemently denied 
ever going to Prague and offered a picture of the cover of his passport as evidence, although entry stamps 
are not placed on the cover. Later, an unspecified U.S. government source told CNN's Jake Tapper that a 
different Michael Cohen, not the president's lawyer, had gone to Prague in August and September 2016. 
However, in April of 2018, it was reported that "the Justice Department special counsel has evidence that 
Donald Trump's personal lawyer and confidant, Michael Cohen, secretly made a late-summer trip to Prague 
during the 2016 presidential campaign, according to two sources familiar with the matter." 


Rossotrudnichestvo is also called the Federal Agency for the Commonwealth of Independent States, 
Compatriots Living Abroad and International Humanitarian Cooperation and is a Russia government agency 
operating under the jurisdiction of the Russian Ministry of Foreign Affairs. As Newsweek reports, "Western 
intelligence has also obtained reports that a Trump associate met with a pro-Putin member of Russian 
parliament at a building in Eastern Europe maintained by Rossotrudnichestvo, an agency under the Ministry 
of Foreign Affairs that is charged with administering language, education and support programs for 
civilians." 


Konstantin Kosachev is a Russian politician and diplomat. He publicly defended Michael Flynn following 
Flynn's resignation. 
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...what was considered an operationally "soft" EU country when it was judged too 
compromising for him to travel to the Russian capital. 


20 October 2016 


No comments. 
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COMPANY INTELLIGENCE REPORT 2016/105 
THE DEMISE OF CAMPAIGN MANAGER PAUL MANAFORT 
Summary 


— Ex-Ukrainian President YANUKOVYCH confides directly to PUTIN that he 
authorised kick-back payments to MANAFORT, as alleged in western media. Assures 
Russian President however there is no documentary evidence/trail 


— PUTIN and Russian leadership remain worried however and sceptical that 
YANUKOVYCH has fully covered the traces of these payments to TRUMP's former 
campaign manager 


— Close associate of TRUMP explains reasoning behind MANAFORT's recent 
resignation. Ukraine revelations played part but others wanted MANAFORT out for 
various reasons, especially LEWANDOWSKI who remains influential 


Detail 
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1. Speaking in late August 2016, in the immediate aftermath of Paul MANAFORT's 
resignation as campaign manager for US Republican presidential candidate Donald 
TRUMP, a well-placed Russian figure reported on a recent meeting between President 
PUTIN and ex-President YANUKOVYCH of Ukraine. This had been held in secret on 15 
August near Volgograd, Russia and the western media revelations about MANAFORT 
and Ukraine had featured prominently on the agenda. YANUKOVYCH had confided in 
PUTIN that he did authorise and order substantial kick-back payments to MANAFORT 
as alleged but sought to reassure him that there was no documentary trail left 
behind which could provide clear evidence of this. 


2. Given YANUKOVYCH's (unimpressive) record in covering up his own corrupt tracks 
in the past, PUTIN and others in the Russian leadership were sceptical about the ex- 
Ukrainian president's reassurances on this as relating to MANAFORT. They therefore 
still feared the scandal had legs, especially as MANAFORT had been commercially 
active in Ukraine right up to the time (in March 2016) when he joined campaign 
team. For them it therefore remained a point of potential political vulnerability and 
embarrassment. 


Paul Manafort, Trump's former campaign manager, is accused of receiving a $750K "illegal, off-the-books 
payments from Ukraine's pro-Russian President Viktor Yanukovych before he was toppled." Furthermore, 
from 2006 to at least 2009, Manafort had a $10 million annual contract with Putin ally and aluminum 
magnate, Oleg Deripaska, to "influence politics, business dealings and new coverage inside the U.S., 
Europe and former Soviet republics" to benefit Putin's interests." Around the time Manafort's firm signed 
the $10 million contract with Deripaska, Manafort purchased an apartment at Trump Tower for all cash.. 
See the page on Manafort for more details. 
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3. Speaking separately, also in late August 2016, an American political figure 
associated with Donald TRUMP and his campaign outlined the reasons behind 
MANAFORT's recent demise. S/he said it was true that the Ukraine corruption 
revelations had played a part in this but also, several senior players close to TRUMP 
had wanted MANAFORT out, primarily to loosen his control on strategy and policy 
formulation. Of particular importance in this regard was MANAFORT's predecessor as 
campaign manager, Corey LEWANDOWSKI, who hated MANAFORT personally and 
remained close to TRUMP with whom he discussed the presidential campaign on a 
regular basis. 


22 August 2016 


Trump's first campaign manager, Corey Lewandowski, did appear to be pleased with Manafort's resignation 
as campaign manager. 
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COMPANY INTELLIGENCE REPORT 2016/111 


RUSSIA/US:KREMLIN FALLOUT FROM MEDIA EXPOSURE OF MOSCOW'S 
INTERFERENCE IN THE US PRESIDENTIAL CAMPAIGN 


Summary 
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— Kremlin orders senior staff to remain silent in media and private on allegations of 
Russian interference in US presidential campaign 


— Senior figure however confirms gist of allegations and reports IVANOV sacked as 
Head of Administration on account of giving PUTIN poor advice on issue. VAINO 
selected as his replacement partly because he was not involved in pro-TRUMP, anti- 
CLINTON operation/s 


— Russians do have further 'kompromat' on CLINTON (e-mails) and considering 
disseminating it after Duma (legislative elections) in late September. Presidential 
spokesman PESKOV continues to lead on this 


— However, equally important is Kremlin objective to shift policy consensus 
favourably to Russia in US whoever wins. Both presidential candidates' opposition to 
TPP and TTIP viewed as a result in this respect 


— Senior Russian diplomat withdrawn from Washington embassy on account of 
potential exposure in US presidential election operation 


Detail 


1. Speaking in confidence to a trusted compatriot in mid-September 2016, a senior 
member of the Russian Presidential Administration (PA)commented on the political 
fallout from recent western media revelations about Moscow's intervention, in favour 
of Donald TRUMP and against Hillary CLINTON, in the US presidential election. The 
PA official reported that the issue had become incredibly sensitive and that President 
PUTIN had issued direct orders that Kremlin and government insiders should not 
discuss it in public or even in private. 


2. Despite this, the PA official confirmed, from direct knowledge, that the gist of the 
allegations was true. PUTIN had been receiving conflicting advice on interfering from 
three separate and expert groups. On one side had been the Russian ambassador to 
the US, Sergei KISLYAK and the Ministry of Foreign Affairs, together with an 
independent and informal network run by presidential foreign policy advisor, Yuri 
USHAKOV... 


Sergei Ivanov is alleged to have met with Carter Page. On August 12, 2016, Ivanov was fired from his 
Chief of Staff position by Putin and replaced by Anton Vaino. Ivanov then became a special envoy for 
transportation and the environment. 


Yuri Ushakov is a Russian diplomat and was Russia's Amabassador to the United States from 1999 to 2008, 
when Kislyak became the Ambassador. 
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...(KISLYAK's predecessor in Washington) who had urged caution and the potential 
negative impact on Russia from the operation/s. On the other side was former PA 
Head, Sergei IVANOV, backed by Russian Foreign Intelligence (SVR), who had 
advised PUTIN that the anti-CLINTON operation/s would be both effective and 
plausibly deniable with little blowback. The first group/s had been proven right and 
this had been the catalyst in PUTIN's decision to sack IVANOV (unexpectedly) as PA 
Head in August. His successor, Anton VAINO, had been selected for the job partly 
because he had not been involved in the US presidential election operation/s. 
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3. Continuing on this theme, the senior PA official said the situation now was that 
the Kremlin had further 'kompromat' on candidate CLINTON and had been 
considering releasing this via "plausibly deniable" channels after the Duma 
(legislative) elections were out of the way in mid-September. There was however a 
growing train of thought and associated lobby, arguing that the Russians could still 
make candidate CLINTON look "weak and stupid" by provoking her into railing 
against PUTIN and Russia without the need to release more of her e-mails. 
Presidential Spokesman, Dmitriy PESKOV remained a key figure in the operation, 
although any final decision on dissemination of further material would be taken by 
PUTIN himself. 


4. The senior PA official also reported that a growing element in Moscow's 
intervention in the US presidential election campaign was the objective of shifting 
the US political consensus in Russia's perceived interests regardless of who won. It 
basically comprised of pushing candidate CLINTON away from President policies. The 
best example of this was that both candidates now openly opposed the draft trade 
agreements, TPP and TTIP, which were assessed by Moscow as detrimental to 
Russian interests. Other issues where the Kremlin was looking to shift the US policy 
consensus were Ukraine and Syria. Overall however, the presidential election was 
considered still to be too close to call. 


5. Finally, speaking separately to the same compatriot, a senior Russian MFA official 
reported that as a prophylactic measure, a leading Russian diplomat, Mikhail 
KULAGIN, had been withdrawn from Washington at short notice because Moscow 
feared his heavy involvement-in the US presidential election operation, including the 
so-called veterans' pensions ruse (reported previously), would be exposed in the 
media there. His replacement, Andrei BONDAREV however was clean in this regard. 


It is known that a Russian diplomat named Mikhail Kalugin, the head of the Russian embassy's economics 
section, was recalled from Washington in August 2016. The BBC claims to have verified that the FBI is 
investigating Kalugin as a spy. 
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Company Comment 


The substance of what was reported by the senior Russian PA official in paras 1 and 
2 above, including the reasons for Sergei IVANOV's dismissal, was corroborated 
independently by a former top level Russian intelligence officer and Kremlin insider, 
also in mid-September. 


14 September 2016 


No comments. 
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COMPANY INTELLIGENCE REPORT 2016/112 
RUSSIA/US PRESIDENTIAL ELECTION: KREMLIN-ALPHA GROUP CO-OPERATION 
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Summary 


— Top level Russian official confirms current closeness of Alpha Group-PUTIN 
relationship. Significant favours continue to be done in both directions and FRIDMAN 
and AVEN still giving informal advice to PUTIN, especially on the US 


— Key intermediary in relationship identified as Oleg GOVORUN, currently Head of a 
Presidential Administration department but throughout the 1990s, the Alpha 
executive who delivered illicit cash directly to PUTIN 


— PUTIN personally unbothered about Alpha's current lack of investment in Russia 
but under pressure from colleagues over this and able to exploit it as leverage over 
Alpha interlocutors 


Detail 


1. Speaking to a trusted compatriot in mid-September 2016, a top level Russian 
government official commented on the history and current state of relations 
between President PUTIN and the Alpha Group of businesses led by oligarchs Mikhail 
FRIDMAN, Petr AVEN and German KHAN. The Russian government figure reported 
that although they had had their ups and downs, the leading figures in Alpha 
currently were on very good terms with PUTIN. Significant favours continued to be 
done in both directions, primarily political ones for PUTIN and business/legal ones 
for Alpha. Also, FRIDMAN and AVEN continued to give informal advice to PUTIN on 
foreign policy, and especially about the US where he distrusted advice being given to 
him by officials. 


2. Although FRIDMAN recently had met directly with PUTIN in Russia, much of the 
dialogue and business between them was mediated through a senior Presidential 
Administration Official, Oleg GOVORUN, who currently headed the department 
therein responsible for Social Co-operation with the CIS. GOVORUN was trusted by 
PUTIN and recently had accompanied him to Uzbekistan to pay respects at the tomb 
of former president KARIMOV. However according to the top level Russian 
government official, during the 1990s GOVORUN had been Head Of Government 
Relations at Alpha Group and in reality, the "driver" and "bag carrier"... 


Alfa Group “is one of Russia's largest privately owned investment groups, with interests in oil and gas, 
commercial and investment banking, asset management, insurance, retail trade, telecommunications, 
water utilities and special situation investments. Alfa Group's portfolio of companies includes Alfa-Bank, 
TNK-BP, VimpelCom, X5 Retail Group, Al Group, Alfa Capital Management, AlfaStrakhovanie Group, 
Rosvodokanal Group, and Morginsuisse Holdings. The group was founded in 1989 as Alfa-Eco by Israeli- 
Russian businessman Mikhail Fridman, the second wealthiest man in Russia, in partnership with German 
Khan, Alexei Kuzmichov, Alexander Kushev, and several other partners. 


Pyotr Aven served as the President of Alfa-Bank Russia from 1994 until June 2011. Currently, Aven is a 
member of the Board of Directors and Chairman of the Board of Directors of ABH Holdings S.A. Aven is also 
Chairman of the Board of Directors at AlfaStrakhovanie Group, Co-chairman of the Board of Directors of 
CTC Media, Inc. In 2012, the Alfa Group, together with Viktor Vekselberg of Renova Group and Leonard 
Blavatnik of Access Industries, sold their aggregate 50% stake in TNK-BP to state-owned Rosneft, headed 
by Igor Sechin, for $28 billion. 


Unusual computer server contact was observed between Alfa Bank and Trump's organization (see footnotes 
on page 11 for more details). 


Oleg Govorun is a Russian politician and statesman, and the Minister of Regional Devlopment since May, 
2012. 
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...used by FRIDMAN and AVEN to deliver large amounts of illicit cash to the Russian 
president, at that time deputy Mayor of St Petersburg. Given that and the continuing 
sensitivity of the relationship, and need for plausible deniability, much of the contact 
between them was now indirect and entrusted to the relatively low profile 
GOVORUN. 


3. The top level Russian government official described the PUTIN-Alpha relationship 
as both carrot and stick. Alpha held 'kompromat'’ on PUTIN and his corrupt business 
activities from the 1990s whilst although not personally overly bothered by Alpha's 
failure to reinvest the proceeds of its TNK oil company sale into the Russian 
economy Since, the president was able to use pressure on this count from senior 
Kremlin colleagues as a lever on FRIDMAN and AVEN to make them do his political 
bidding. 


14 September 2016 


No comments. 
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COMPANY INTELLIGENCE REPORT 2016/113 


RUSSIA/US PRESIDENTIAL ELECTION- REPUBLICAN CANDIDATE TRUMP'S PRIOR 
ACTIVITIES IN ST PETERSBURG 


Summary 


— Two knowledgeable St Petersburg sources claim Republican candidate TRUMP has 
paid bribes and engaged in sexual activities there but key witnesses silenced and 
evidence hard to obtain 


— Both believe Azeri business associate of TRUMP, Araz AGALAROV will know the 
details 


Detail 


1. Speaking to a trusted compatriot in September 2016, two well-placed sources 
based in St Petersburg, one in the political/business elite and the other involved in 
the local services and tourist industry, commented on Republican US presidential 
candidate Donald prior activities in the city. 


2. Both knew TRUMP had visited St Petersburg on several occasions in the past and 
had been interested in doing business deals there involving real estate. The local 
business/ political elite figure reported that TRUMP had paid bribes there to further 
his interests but very discreetly and only through affiliated companies, making it 
very hard to prove. The local services industry source reported that TRUMP had 
participated in sex parties in the city too, but that all direct witnesses to this 
recently had been "silenced" i.e. bribed or coerced to disappear. 


3. The two St Petersburg figures cited believed an Azeri business figure, Araz 
AGALAROV (with offices in Baku and London) had been closely involved with TRUMP 
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in Russia and would know most of the details of what the Republican presidential 
candidate had got up to there. 


14 September 2016 


Aras Agalarov is an Azerbaijani businessman and real estate developer. He, along with his son, persuaded 
Trump to hold the 2013 Miss Universe pageant at one of their properties in Moscow, for which Trump 
traveled to the city. Agalarov was also involved in plans to construct a Trump Tower in Russia, which 
ultimately fell through. 


It has not been confirmed that Trump traveled to St. Petersburg, Russia. However, in 2008, Donald Trump 


Jr. "told investors in Moscow that the Trump Organization had trademarked the Donald Trump name in 
Russia and planned to build housing and hotels in Moscow, St. Petersburg and Sochi, and sell licenses to 


other developers..." As one of three locations mentioned, a visit by Trump to St. Petersburg to conduct due 


dilligance is possible. 
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COMPANY INTELLIGENCE REPORT 2016/130 


RUSSIA: KREMLIN ASSESSMENT OF TRUMP AND RUSSIAN INTERFERENCE IN US 
PRESIDENTIAL ELECTION 


Summary 


— Buyer's remorse sets in with Kremlin over TRUMP support operation in US 
presidential election. Russian leadership disappointed that leaked e-malls on 
CLINTON have not had greater impact in campaign 


— Russians have injected further material into the 'plausibly deniable' leaks pipeline 
which will continue to surface, but best material already in public domain 


— PUTIN angry with senior officials who "overpromised" on TRUMP and further 
heads likely to roll as result. Foreign Minister LAVROV may be next 


— TRUMP supported by Kremlin because seen as divisive, anti-establishment 
candidate who would shake up current international status quo in Russia's favor. 
Lead on TRUMP operation moved from Foreign Ministry to FSB and then to 
presidential administration where it now sits 


Detail 


1. Speaking separately in confidence to a trusted compatriot in early October 2016, 
a senior Russian leadership figure and a Foreign Ministry official reported on recent 
developments concerning the Kremlin's operation to support Republican candidate 
Donald TRUMP in the US presidential election. The senior leadership figure said that 
a degree of buyer's remorse was setting in among Russian leaders concerning 
TRUMP. PUTIN and his colleagues were surprised and disappointed that leaks ot 
Democratic candidate. Hillary CLINTON's hacked e-mails had not had greater impact 
on the campaign. 


2. Continuing on this theme, the senior leadership figure commented that a stream 
of further hacked CLINTON material already had been injected by the Kremlin into 

compliant western media outlets like WikiLeaks, which remained at least "plausibly 
deniable", so the stream of these would continue through October and up to the 
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election. However s/he understood that the best material the Russians had already 
was out and there were no real game-changers to come. 


3. The Russian Foreign Ministry official, who had direct access to the TRUMP support 
operation, reported that PUTIN was angry at his suboordinate's "over-promising" on 
the Republican presidential candidate, both in terms of his chances and reliability 
and being able to cover and/or contain the US backlash over Kremlin interference. 
More heads therefore were likely to roll, with the MFA the easiest target. Ironically, 
despite his consistent urging of caution on the Issue, Foreign Minister LAVROV could 
be the next one to go. 


4. Asked to explain why PUTIN and the Kremlin had launched such an aggressive 
TRUMP support operation in the first place, the MFA official said that Russia needed 
to meet the liberal international status quo, including on Ukraine-related sanctions, 
which was seriously... 


Sergey Lavrov is currently the Foreign Minister of Russia, in office since 2004. Following the announcement 
of U.S. sanctions against Russia in December 2016 (meant as a retaliatory move for Russian hacking 
during the 2016 election), Lavrov called on Putin to expel U.S. diplomats from Russia. Instead, Putin did 
not retaliate. At the same time, Michael Flynn was alleged to have spoken about the sanctions with Russian 
diplomat, Sergey Kislyak. 
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...disadvantaging the country. TRUMP was viewed as divisive in disrupting the whole 
US political system; anti-Establishment; and a pragmatist with whom they could do 
business. As the TRUMP support operation had gained momentum, control of it had 
passed from the MFA to the FSB and then into the presidential administration whore 
it remained, a reflection of its growing significance over time. There was still a view 
in the Kremlin that TRUMP would continue as a {divisive} political force even if he 
lost the presidency and may run for and be elected to another public office. 


12 October 2016 


No comments. 
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COMPANY INTELLIGENCE REPORT 2016/134 


RUSSIA/US PRESIDENTIAL ELECTION: FURTHER DETAILS OF KREMLIN LIAISON 
WITH TRUMP CAMPAIGN 


Summary 


— Close associate of SECHIN confirms his secret meeting in Moscow with Carter 
PAGE in July 


— Substance included offer of large stake in Rosneft in return for lifting sanctions on 
Russia. PAGE confirms this is TRUMP's intention 
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— SECHIN continued to think TRUMP could win presidency up to 17 October. Now 
looking to reorientate his engagement with the US 


— Kremlin insider highlights importance of TRUMP's lawyer, Michael COHEN in covert 
relationship with Russia. COHEN's wife is of Russian descent and her father a leading 
property developer in Moscow 


Detail 


1. Speaking to a trusted compatriot in mid October 2015, a close associate of 
Rosneft President and PUTIN ally Igor SECHIN elaborated on the reported secret 
meeting between the latter and Carter PAGE, of US Republican presidential 
candidate's foreign policy team, in Moscow in July 2016. The secret meeting had 
been confirmed to him/her by a senior member of SECHIN's staff, in addition to by 
the Rosneft President himself. It took place on either 7 or 8 July, the same day or 
the one after Carter PAGE made a public speech to the Higher Economic School in 
Moscow. 


2. In terms of the substance of their discussion, SECHIN's associate said that the 
Rosneft President was so keen to lift personal and corporate western sanctions 
imposed on the company, that he offered PAGE associates the brokerage of up toa 
19 per cent (privatised) stake in Rosnett in return. PAGE had expressed interest and 
confirmed that were TRUMP elected US president, then sanctions on Russia would be 
lifted. 


3. According to SECHIN's close associate, the Rosnett President had continued to 
believe that TRUMP could win the us presidency right up to I7 October, when he 
assessed this was no longer possible. SECHIN was keen to re-adapt accordingly and 
put feelers out to other business and political contacts in the US instead. 


4. Speaking separately to the same compatriot in mid-October 2016, a Kremlin 
insider with direct access to the leadership confirmed that a key role in the secret 
TRUMP campaign/Kremlin relationship was being played by the Republican 
candidate's personal lawyer Michael COHEN. [Redacted] 


It is known that Carter Page was in Moscow to give a speech on July 7, 2016. Thus, the timeline for the 
alleged secret meetings in Moscow is consistent with Page's known travels. 


In response to the dossier claim that Trump's lawyer, Michael Cohen, has a wife "of Russian descent and 
her father a leading property developer in Moscow", Cohen responded, "She's not Russian. My wife is 
Ukrainian. It's a different country." In the 2001 census, 17% of the population of Ukraine identified as 
ethnic Russians. 
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5. SECHIN's associate opined that although PAGE had not stated it explicitly to 
SECHIN, he had clearly implied that in terms of his comment on TRUMP's intention 
to lift Russian sanctions if elected president, he was speaking with the Republican 
candidate's authority. 


Company Comment 
6. [Redacted] 
15 October 2016 
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No comments. 
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COMPANY INTELLIGENCE REPORT 2016/135 


RUSSIA/US PRESIDENTIAL ELECTION: THE IMPORTANT ROLE OF TRUMP LAWYER, 
COHEN IN SECRET LIAISON WITH THE KREMLIN 


Summary 


— Kremlin insider outlines important role played by TRUMP's lawyer COHEN in secret 
liaison with Russian leadership 


— COHEN engaged with Russians in trying to cover up scandal of MANAFORT and 
exposure of PAGE and meets Kremlin officials secretly in the EU in August in pursuit 
of this goal 


— These secret contacts continue but are now farmed out to trusted agents in 
Kremlin-linked institutes so as to remain "plausibly deniable" for Russian regime 


— Further confirmation that sacking of IVANOV and appointments of VAINO and 
KIRIYENKO linked to need to cover up Kremlin's TRUMP support operation 


Detail 


1. Speaking in confidence to a longstanding compatriot friend in mid-October 2016, 
a Kremlin insider highlighted the importance of Republican presidential candidate 
Donald TRUMP's lawyer, Michael COHEN, in the ongoing secret liaison relationship 
between the New York tycoon's campaign and the Russian leadership. COHEN's role 
had grown following the departure of Paul MANNAFORT as campaign manager in 
August 2016. Prior to that MANNAFORT had led for the TRUMP side. 


2. According to the Kremlin insider, COHEN now was heavily engaged in a cover up 
and damage limitation operation in the attempt to prevent the full details of 
relationship with Russia being exposed. In pursuit of this aim, COHEN had met 
secretly with several Russian Presidential Administration (PA) Legal Department 
officials in an EU country in August 2016. The immediate issues had been to contain 
further scandals involving MANNAFORT's commercial and political role in 
Russia/Ukraine and to limit the damage arising from exposure of former TRUMP 
foreign policy advisor, Carter PAGE's secret meetings with Russian leadership figures 
in Moscow the previous month. The... 


The dossier mentions secret contacts being "farmed out to trusted agents in Kremlin-linked institutes so as 
to remain ‘plausibly deniable' for the Russian regime. It is possible that Alfa Bank may be one of these 
institutes (see footnotes for page 11 for more information). 
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...overall objective had been to "to sweep it all under the carpet and make sure no 
connections could be fully established or proven" 
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3. Things had become even "hotter" since August on the track. According to the 
Kremlin insider, this had meant that direct contact between the TRUMP team and 
Russia had been farmed out by the Kremlin to trusted agents of influence working in 
pro-government policy institutes like that of Law and Comparative Jurisprudence. 
COHEN however continued to lead for the TRUMP team. 


4. Referring back to the (Surprise) sacking of Sergei IVANOV as Head of PA in 
August 2016, his replacement by Anton VAINO and the appointment of former 
Russian premier Sergei KIRIYENKO to another senior position in the PA, the Kremlin 
insider repeated that this had been directly connected to the TRUMP support 
operation and the need to cover up now that it was being exposed by the USG and 
in the western media. 


Company Comment 


The Kremlin insider was unsure of the identities of the PA officials with whom COHEN 
met secretly in August, or the exact date/s and locations of the meeting/s. There 
were significant internal security barriers being erected in the PA as the TRUMP issue 
became more controversial and damaging. However s/he continued to try to obtain 
these. 


19 October 2016 


"The Institute of Legislation and Comparative Law under the Government of the Russian Federation is a 
research organisation incorporated as a federal state research institution." 


Sergey Kiriyenko was head of Rosatom, the Russian state-owned nuclear energy corporation, from 2005 to 
2016. He also served as the 31st Prime Minister of Russia for five months in 1998 under President Boris 
Yeltsin. 
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COMPANY INTELLIGENCE REPORT 2016/166 


US/RUSSIA: FURTHER DETAILS OF SECRET DIALOGUE BETWEEN TRUMP CAMPAIGN 
TEAM, KREMLIN AND ASSOCIATED HACKERS IN PRAGUE 


Summary 


— TRUMP's representative COHEN accompanied to Prague in August/September 
2016 by 3 colleagues for secret discussions with Kremlin representatives and 
associated operators/hackers 


— Agenda included how to process deniable cash payments to operatives; 
contingency plans for covering up operations; and action in event of a CLINTON 
election victory 


— Some further details of Russian representatives/operatives involved; Romanian 
hackers employed; and use of Bulgaria as bolt hole to "lie low" 


— Anti-CLINTON hackers and other operatives paid by both TRUMP team and 
Kremlin, but with ultimate loyalty to Head of PA, IVANOV and his successor/s 


Detail 


http://www.annotateddossier.com/#page28 


27/29 


4/22/2019 Annotated Dossier 


1. We reported previously (2016/135 and /136) on secret meeting/s held in Prague, 
Czech Republic in August 2016 between then Republican presidential candidate 
Donald TRUMP's representative, Michael COHEN and his interlocutors from the 
Kremlin working under cover of Russian 'NGO' Rossotrudnichestvo. 


2. [Redacted] provided further details of these meeting/s and associated anti- 
CLINTON /Democratic Party operations. COHEN had been accompanied to Prague by 
3 colleagues and the timing of the visit was either in the last week of August or the 
first week of September. One of their main Russian interlocutors was Oleg 
SOLODUKHIN operating under Rossotrudnichestvo cover. According to [redacted], 
the agenda comprised questions on how deniable cash payments were to be made 
to hackers who had worked in Europe under Kremlin direction against the CLINTON 
campaign and various contingencies for covering up these operations and Moscow's 
secret liaison with the TRUMP team more generally. 


Regarding the alleged meeting in Prague, it has been reported that "the Justice Department special counsel 
has evidence that Donald Trump's personal lawyer and confidant, Michael Cohen, secretly made a late- 
summer trip to Prague during the 2016 presidential campaign, according to two sources familiar with the 
matter." 


The dossier mentions that "Romanian hackers [are] employed". Indeed, a person/persons calling 
themselves "Guccifer 2.0" and claiming to be a Romanian hacker took credit for the hacking of the DNC 
emails and subsequent leaking to Wikileaks. The U.S. Intelligence Community concluded that some of the 
genuine leaks that Guccifer 2.0 has said were part of a series of cyberattacks on the DNC were committed 
by Russian intelligence groups. 


Rossotrudnichestvo is also called the Federal Agency for the Commonwealth of Independent States, 
Compatriots Living Abroad and International Humanitarian Cooperation and is a Russia government agency 
operating under the jurisdiction of the Russian Ministry of Foreign Affairs. As Newsweek reports, "Western 
intelligence has also obtained reports that a Trump associate met with a pro-Putin member of Russian 
parliament at a building in Eastern Europe maintained by Rossotrudnichestvo, an agency under the Ministry 
of Foreign Affairs that is charged with administering language, education and support programs for 
civilians." 
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3. [Redacted] reported that over the period March-September 2016 a company 
called [redacted] and its affiliates had been using botnets and porn traffic to 
transmit viruses, plant bugs, steal data and conduct "altering operations" against 
the Democratic Party leadership. Entities linked to one [redacted] were involved and 
he and another hacking expert, both recruited under duress by the FSB, [redacted] 
were significant players in this operation. In Prague, COHEN agreed contingency 
plans for various scenarios to protect the operation, but in particular what was to be 
done in the event that Hillary CLINTON won the presidency. It was important in this 
event that all cash payments owed were made quickly and discreetly and that cyber 
and other operators were stood down/able to go effectively to ground to cover their 
traces. (We reported earlier that the involvement of political operatives Paul 
MANAFORT and Carter PAGE in the secret TRUMP/Kremlin liaison had been exposed 
in the media in the run-up to Prague and that damage limitation of these also was 
discussed by COHEN with the Kremlin representatives). 


4. In terms of practical measures to be taken, it was agreed by the two sides in 
Prague to stand down various "Romanian hackers" (presumably based in their 
homeland or neighbouring eastern Europe) and that other operatives should head 
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for a bolt-hole in Plovdiv, Bulgaria where they should "lay low". On payments, 
IVANOV's associate said that the operatives involved had been paid by both TRUMP's 
team and the Kremlin, though their orders and ultimate loyalty lay with IVANOV, as 
Head of the PA and thus ultimately responsible for the operation, and his designated 
successor/s after he was dismissed by president PUTIN in connection with the anti- 
CLINTON operation in mid August. 


13 December 2016 


It is known that Russian Twitter bots produced false anti-Clinton news during the election. 


The dossier mentions two "hacking expert[s], both recruited under duress by the FSB" for the purposes of 
"transmitting viruses, planting bugs, stealing data and conducting ‘altering operations’ against the 
Democratic Party leadership". In early 2017, it emerged that Russia had charged three FSB agents and an 
executive of a cybersecurity company, Kaspersky Labs, with treason. [Source] Although Peskov denied the 
timing and reason for the arrests were suspicious, some have speculated that they could be related to 
anonymous sources in the dossier who were identified. On a separate note, Kaspersky Labs also paid 
former U.S. National Security Adviser Michael Flynn for a 2015 speech. 
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The following documents are available at the hyperlink provided 


Annotated Dossier 


Dossier - People - Related Documents 


Special Counsel 


January 3, 2018. PAUL J. MANAFORT, JR., Plaintiff, v. UNITED STATES DEPARTMENT OF 
JUSTICE, ROD J. ROSENSTEIN, and ROBERT S. MUELLER III, Defendants. Lawsuit filed by Paul 
Manafort against the Acting Attorney General and Special Counsel in the U.S. District Court for 
the District of Columbia, arguing they do not have the authority to prosecute him. 


December 8, 2017. Status Report. Report filed in the U.S. District Court for the District of 
Columbia in regards to the criminal indictment of U.S.A. v. Paul J. Manafort, Jr. and Richard W. 
Gates III. 


December 4, 2017. Government's Opposition to the Motion of Defendant Paul J. Manafort, Jr.'s 
Motion to Modify Conditions of Release. Memorandum filed in the U.S. District Court for the 
Dicstrict of Columbia in regards to the criminal indictment of U.S.A. v. Paul J. Manafort, Jr. and 
Richard W. Gates III. 


December 1, 2017. UNITED STATES OF AMERICA v. MICHAEL T. FLYNN, Defendant. Plea 
Agreement filed in the U.S. District Court for the Dicstrict of Columbia. 


December 1, 2017. UNITED STATES OF AMERICA v. MICHAEL T. FLYNN, Defendant. Criminal 
Statement of Offense filed in the U.S. District Court for the Dicstrict of Columbia. 


November 30, 2017. UNITED STATES OF AMERICA v. MICHAEL T. FLYNN, Defendant. Criminal 
Information filed in the U.S. District Court for the Dicstrict of Columbia. 


October 31, 2017. Government's Memorandum in Support of Conditions of Release, Complex 
Case Designation and Notice of Intent to Use Certain Bank Records. Memorandum filed in the 
U.S. District Court for the Dicstrict of Columbia in regards to the criminal indictment of U.S.A. 
v. Paul J. Manafort, Jr. and Richard W. Gates III. 


October 30, 2017. UNITED STATES OF AMERICA v. PAUL J. MANAFORT, JR. and RICHARD W. 
GATES III, Defendants. Arrest Warrant. 


October 27, 2017. UNITED STATES OF AMERICA v. PAUL J. MANAFORT, JR. and RICHARD W. 
GATES III, Defendants. Criminal indictment filed in the U.S. District Court for the Dicstrict of 
Columbia. 


October 5, 2017. UNITED STATES OF AMERICA v. GEORGE PAPADOPOULOS, Defendant. 
Transcript of the arraignment/plea agreement hearing before the Honorable Randolph D. Moss, 
United States District Court Judge. 


October 5, 2017. UNITED STATES OF AMERICA v. GEORGE PAPADOPOULOS, Defendant. Plea 
Agreement filed in the U.S. District Court for the Dicstrict of Columbia. 


October 5, 2017. UNITED STATES OF AMERICA v. GEORGE PAPADOPOULOS, Defendant. 
Criminal Statement of Offense filed in the U.S. District Court for the Dicstrict of Columbia. 
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October 3, 2017. UNITED STATES OF AMERICA v. GEORGE PAPADOPOULOS, Defendant. 
Criminal Information filed in the U.S. District Court for the Dicstrict of Columbia. 


October 2, 2017. Memorandum Opinion by Chief Judge Beryl A. Howell to compel witness 
testimony in a GRAND JURY INVESTIGATION in the U.S. District Court for the Dicstrict of 
Columbia. 


March 17, 2017. Appointment of Special Counsel to Investigate Russian Interference with the 
2016 Presidential Election and Related Matters. 


Transcripts 


November 14, 2017. Interview of Glenn Simpson from Fusion GPS by the House of 
Representatives Permanent Select Committee on Intelligence. 


November 2, 2017. Testimony of Carter Page before the U.S. House of Representatives 
Permanent Select Committee on Intelligence. 


October 5, 2017. UNITED STATES OF AMERICA v. GEORGE PAPADOPOULOS, Defendant. 
Transcript of the arraignment/plea agreement hearing before the Honorable Randolph D. Moss, 
United States District Court Judge. 


August 22, 2017. Interview of Glenn Simpson from Fusion GPS by the Senate Judiciary 
Committee. This transcript was unilaterally released by Senator Dianne Feinstein (D-Calif.) 
following resistance by Senator Chuck Grassley (R-Iowa) to publish the transcript, despite 
Fusion GPS urging it to be made public. 


Senate Letters 


January 3, 2018. Letter to Dan Scavino from Senator Dianne Feinstein (D-Calif.) asking for an 
interview and documents related to the firing of James Comey and Michael Flynn, hacked 
emails by Russia and Russian efforts to target voters through social media. It also asks for 
communications about the June 9 meeting at Trump Tower between the Trump campaign and a 
Russian lawyer. 


January 3, 2018. Letter to Brad Parscale from Senator Dianne Feinstein (D-Calif.) asking for an 
interview and documents related to hacked emails by Russia and Russian efforts to target 
voters through social media. 


November 30, 2017. Letter to Vice President Michael Pence from Senator Richard Blumenthal 
(D-CT), Ranking Member of the Subcommittee on the Constitution, requesting documents and 
information related to Michael Flynn. 


November 28, 2017. Letter to Sam Clovis, National Co-Chair and Chief Policy Advisor for the 
Trump Campaign, from Senator Dianne Feinstein (D-CA), requesting documents related to 
Russian contacts with the Trump Campaign and "efforts to revise the Republican National Party 
Platform with regard to Russia and Ukraine." 


November 15, 2017. Letter to the White House from Senator Dianne Feinstein (D-CA) 
requesting documents related to Jared Kushner's role in the firings of Jim Comey and Michael 
Flynn and other documents already requested but not provided. 
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November 15, 2017. Letter to Roger Stone from Senator Dianne Feinstein (D-Calif.) asking him 
to appear before the committee for an interview and for communications related to hacked 
emails, communications with Russian hackers or WikiLeaks, and communications with the 
Trump campaign. 


November 15, 2017. Letter to Felix Sater from Senator Dianne Feinstein (D-Calif.) asking him 
to appear before the committee for an interview and for documents related to the possibility of 
a Trump Tower real estate deal in Moscow and efforts to get Donald Trump elected president. 
Sater is a Russian-born real estate developer based in New York who once pled guilty to 
racketeering in relation to a major stock fraud scheme with the Russian mafia. He is also a 
long-time business associate of Donald Trump. 


November 15, 2017. Letter to Margaret Kunstsler from Senator Dianne Feinstein (D-Calif.) 
requesting all communications with the Trump campaign as well as communications about 
emails hacked by Russia. Kunstler is the lawyer for WikiLeaks and identified to the Trump 
campaign as a contact for communications. 


October 27, 2017. Letter to the White House from Senator Dianne Feinstein (D-Calif. ) 
requesting all documents related to the president's interactions with former FBI director James 
Comey and all documents related to Jared Kushner's contacts with foreign nationals. 


October 27, 2017. Letter to Michael Cohen from Senator Dianne Feinstein (D-Calif.) asking him 
to appear before the committee for an interview and requesting all documents related to his 
contacts with Russians, his communications regarding hacked emails and his knowledge of 
Russian interference in the election. 


October 27, 2017. Letter to Twitter from Senator Dianne Feinstein (D-Calif.) requesting all 
additional ads connected to Russian entities as well as direct messages between Trump 
associates and entities related to hacked emails. 


October 27, 2017. Letter to Cambridge Analytica from Senator Dianne Feinstein (D-Calif. ) 
requesting all documents related to hacked emails and all communications related to voter 
targeting, including communications with Russian entities. 


October 27, 2017. Letter to Mark Zuckerberg of Facebook from Senator Dianne Feinstein (D- 
Calif.) requesting additional information for ads connected to the Internet Research Agency as 
well as all other ads connected to Russian entities. 


May 12, 2017. Letter to White House Counsel Don McGahn from Dianne Feinstein (D-CA), 
requesting the preservation of any recordings of President Trump and FBI Director James 
Comey. 


May 11, 2017. Letter to Deputy Attorney General Rod Rosenstein from Chuck Schumer (D-NY), 
requesting answers to a series of questions on his role in the President's firing of FBI Director 
James Comey. 


March 28, 2017. Letter to Attorney General Jeff Sessions from three Senate Democrats, 
regarding President Trump's decision to fire U.S. Attorney Preet Bharara. 


March 10, 2017. Letter to Secretary of Commerce Wilbur Ross from five Senate Democrats, 
"seeking information on his connections to Russia and ties with the Bank of Cyprus." 


February 24, 2017. Letter to Commerce Secretary Nominee Wilbur Ross from Senator Cory 
Booker (D-NJ), "requesting information regarding his financial ties to major Russian investors 
in the Bank of Cyprus." 


http://www.annotateddossier.com/documents.xhtml 


3/6 


4/22/2019 


Annotated Dossier: Related Documents 


February 16, 2017. Letter to Attorney General Jeff Sessions from nine Senate Democrats, 
"asking that he recuse himself from any Justice Department investigations into Trump-Russia 
communications and Russian interference in the 2016 election." 


February 16, 2017. Letter to Attorney General Jeff Sessions and FBI Director James Comey 
from nine Senate Democrats, "calling for the preservation of documents related to 
communication between Russia and all Trump officials and associates, as well as all documents 
related to Russian interference in the 2016 election." 


February 16, 2017. Letter to White House Counsel Don McGahn from nine Senate Democrats, 
"requesting the preservation of documents related to communication between Russia and all 
Trump official and associates, as well as all documents related to Russian interference in the 
2016 election." 


February 14, 2017. Letter to Attorney General Jeff Sessions and James Comey, Director of the 
Federal Bureau of Investigation, from Senate Democrats, urging him to "immediately appoint 
an independent Special Counsel to investigate collusion with the Russian government by 
General Flynn and other Trump campaign, transition, and Administrative officials." This letter 
was issued the day after Flynn's resignation. 


House of Representatives Letters 


January 9, 2018. Letter to Paul Ryan, Speaker of the House, from Democratic leaders in the 
House. This letter requests a bipartisan meeting to address serious concerns about Russia's 
attempt to interfere in future elections and the "lack of action by the Trump Administration and 
the House Republicans in responding to this core threat to our democracy." 


December 6, 2017. Letter to Trey Gowdy (R-S.C.), Chairman of the Committee on Oversight 
and Government Reform, from Elijah Cummings (D-M.D.), Ranking Member, expressing 
astonishment at Trey Gowdy's response that he would not open an investigation into the 
allegations against Michael Flynn. 


December 6, 2017. Letter to Ranking Member, Elijah Cummings (D-M.D.), from Trey Gowdy (R- 
S.C.), Chairman of the Committee on Oversight and Government Reform, in response to 
Cummings’ letter. Gowdy dismissed the idea of opening an investigation into Michael Flynn and 
referred Cummings to the Special Counsel. 


December 6, 2017. Letter to Trey Gowdy (R-S.C.), Chairman of the Committee on Oversight 
and Government Reform, from Elijah Cummings (D-M.D.), Ranking Member, informing him 
about a whistle-blower with credible allegations against Lt. General Michael Flynn. 


November 7, 2017. Letter to Attorney General Jeff Sessions, from Minority Members of the 
House of Representatives Committee on the Judiciary, regarding his upcoming appearance for 
an oversight hearing and questions he will be asked. The letter first raises questions that 
testimony from George Papadopoulos contradicts Sessions’ prior sworn testimony. The letter 
also lists a number of letters sent by the Minority Members to Sessions that were ignored. 


October 18, 2017. Letter to Trey Gowdy (R-S.C.), Chairman of the Committee on Oversight 
and Government Reform, from Elijah Cummings (D-M.D.), Ranking Member, requesting the 
issuance of a subpoena to compel the White House to produce documents previously requested 
on March 22, 2017, relating to former National Security Advisor Michael Flynn. The letter also 
requests subpoenas to Flynn's company and two other companies he conducted business with. 
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July 12, 2017. Letter to Attorney General Jeff Sessions from Minority Members of the House of 
Representatives Committee on the Judiciary, requesting information about the settlement of 
United States v Prevezon Holdings Ltd., et al. two days before trial was set to begin. Prevezon 
is a Russian-linked organization that was about to stand trial for charges of laundering Russian 
money. As noted in the letter, "the facts underlying the Prevezon case - including the death of 
Sergei Magnitsky, the Russian lawyer who uncovered the fraud, in a Russian prison - led to the 
passage of unprecedented sanctions against the Russian officials thought to be complicit." The 
letter also notes that Preet Bharara, U.S. Attorney for the Southern District of New York, was 
working on the Prevezon case "before President Trump summarily fired him." The lawyer 
engaged as counsel for Denis Katsyv, owner of Prevezon, was Natalia Veselnitskaya, who had 
met with Donald Trump Jr., Jared Kushner and Paul Manafort at Trump Tower on June 9, 2016. 


June 12, 2017. Letter to Attorney General Jeff Sessions from Minority Members of the House of 
Representatives Committee on the Judiciary, requesting information on his contacts with 
Russia. 


May 12, 2017. Letter to Rod Rosenstein, Deputy Attorney General, from John Conyers (D-MI) 
and Elijah Cummings (D-MD), expressing concern over Attorney General Jeff Sessions’ role in 
the termination of FBI Director James Comey, despite Session's recusal. The letter also 
requests information and documents regarding the firing of Comey. 


May 9, 2017. Letter to Rod J. Rosenstein, Deputy Attorney General, and Andrew G. McCabe, 
Acting Director of the Federal Bureau of Investigation, from all House Democrats, requesting 
that certain documents be preserved in response to the termination of FBI Director James 
Comey. This letter was issued the same day that the President's termination of Comey was 
announced. The letter specficially requests that "all files, documents, memoranda and other 
materials involving the Department's and FBI's criminal investigation into matters related to 
Russian interference in our federal elections; collusion with individuals associated with the 
Trump campaign; and associated matters be preserved and placed off limits to any and all 
White House officials and staff and any other individuals, including Attorney General Sessions, 
who have recused themselves from the investigation." The letter also requests files related to 
"Director Comey's termination by the President" be preserved. 


April 13, 2017. Letter to James Comey, Director of the Federal Bureau of Investigation, and 
Charles S. Phalen, Jr, Director of the National Background Investigations Bureau, from House 
Democrats, requesting that Jared Kushner's "interim top-secret security clearance be 
suspended pending a review of Mr. Kushner's compliance with the laws and regulation 
governing security clearances." The letter also requests that Mr. Kushner publicly disclose all 
meetings he had with foreign government officials during the presidential campaign. 


March 31, 2017. Letter to Attorney General Jeff Sessions from House Democrats, requesting 
clarification of the scope of his recusal from matters related to the Trump Campaign. 


March 2, 2017. Letter to James Comey, Director of the Federal Bureau of Investigation, and 
Channing D. Phillips, U.S. Attorney for the District of Columbia, from Minority Members of the 
House of Representatives Committee on the Judiciary, requesting an investigation into possible 
perjury by Attorney General Jeff Sessions, and requesting a full briefing on the investigation 
into Russian interference in the 2016 election. 


February 14, 2017. Letter to Attorney General Jeff Sessions and James Comey, Director of the 
Federal Bureau of Investigation, from Minority Members of the House of Representatives 
Committee on the Judiciary, requesting a "full briefing by the Department of Justice, Federal 
Bureau of Investigation, and other relevant agencies concerning former National Security 
Advisor Michael Flynn's communications with Russian officials, and any knowledge and 
involvement others in the Trump Administration may have had concerning those 
communications." This letter was issued the day after Flynn's resignation. 
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Lawsuits 


January 9, 2018. MICHAEL COHEN, Plaintiff, vs. BEAN LLC, d/b/a FUSION GPS, and GLENN 
SIMPSON, Defendants. Lawsuit filed in the Southern District of New York. 


January 9, 2018. MICHAEL COHEN, Plaintiff, vs. BUZZFEED, INC., BEN SMITH, KEN 
BENSINGER, MIRIAM ELDER, and MARK SCHOOFS, Defendants. Lawsuit filed in the Supreme 
Court of the State of New York. 


January 3, 2018. PAUL J. MANAFORT, JR., Plaintiff, v. UNITED STATES DEPARTMENT OF 
JUSTICE, ROD J. ROSENSTEIN, and ROBERT S. MUELLER III, Defendants. Lawsuit filed by Paul 
Manafort against the Acting Attorney General and Special Counsel in the U.S. District Court for 
the District of Columbia, arguing they do not have the authority to prosecute him. 


Miscellaneous 


January 6, 2017. Background to "Assessing Russian Activities and Intentions in Recent US 
Elections": The Analytic Process and Cyber Incident Attribution. A report by the Office of the 
Director of National Intelligence and the National Intelligence Council regarding a "declassified 
version of a highly classified assessment that has been provided to the President and to 
recipients approved by the president." 

See following pages for: 
July 15, 2016. Hermitage Capital Management letter to the Foreign Agents Registration Unit 
(FARA). This letter urged an investigation into pro-Russian lobbying activities by Rinat 
Akhmetshin, Ron Dellums, Mark Cymrot, Howard Schweitzer, Chris Cooper and Natalia 
Veselnitskaya. The letter also describes activities by filmmaker Andrei Nekrasov and Dana 
Rohrabacher. 
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Hermitage Capital Management 


Heather H. Hunt, Chief 

FARA Registration Unit 

Counterintelligence and Export Control Section 
National Security Division 

U.S Department of Justice 


By Email: BE @usdoj.gov 


15 July 2016 
Dear Ms. Hunt, 


Complaint regarding the violation of US Lobbying Laws by the Human Rights 
Accountability Global Initiative Foundation and others by Hermitage Capital 
Management (“Hermitage”) 


Further to our recent call, on information and belief, we write to set out in more detail several 
violations of US lobbying laws by lobbyists and entities acting under the 
direction/control/influence of the Russian Government. 


I. Executive Summary 


1. There is an ongoing lobbying campaign to repeal the Magnitsky Act (the 
“Campaign”) and rewrite the history of the Magnitsky story. This campaign has been 
conducted by the following entities 

A. Prevezon Holdings Limited (“Prevezon’) - a Russian owned Cyprus registered 
company 

B. The Human Rights Accountability Global Initiative Foundation (““HRAGIF”) - 
a Delaware NGO created on 18 February 2016. 


2. To assist them in the Campaign, based on information and belief, the following 
people have been hired to lobby on their behalf: 

Rinat Akhmetshin — Russian national living in Washington D.C. 

Robert Arakelian 

Chris Cooper — CEO Potomac Square Group 

Glenn Simpson - SNS Global and Fusion GPS 

Mark Cymrot — Partner, Baker Hostetler 

Ron Dellums - Former Republican Congressman 

Howard Schweitzer — Managing Partner of Cozen O’Connor Public 

Strategies 


Om ROO > 


For Correspondence only: 
3" Floor, Grafton House, 2-3 Golden Square, London W1F 9HR 
Tel: +44 (0)207 440 1777 / Fax: +44 (0)207 440 1778 
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3. The Campaign’s three objectives are: 
A. To repeal the 2012 Magnitsky Act. 


4. 


B. 


C. 


To remove the name “Magnitsky” from the Global Magnitsky Bill, which is 
currently passing through Congress. 

To discredit the established version of events regarding the theft of $230 
million from the Russian Treasury and the death of Sergei Magnitsky as told 
by William Browder, CEO of Hermitage (“Mr. Browder”), so as to assist the 
Campaign in meeting its objectives in relation to repealing the Magnitsky 
Law. 


In conducting these lobbying activities, those involved in the Campaign are in 
violation of their filing requirements under the Lobbying Disclosure Act 1995 
(“LDA”) and the Foreign Agents Registration Act 1938 (“FARA”), for the following 
reasons: 

A. The lobbyists involved have failed to file their lobbying activities with the 


B. 


C. 


relevant authorities. 

The entity involved, HRAGIF, has filed inaccurate information in its LDA 
filings. 

Both HRAGIF and Prevezon are being controlled/directed/influenced by the 
Russian Government in respect of the lobbying activity (see Section III), and 
therefore filings are required to be made under FARA. 


5. Taking this information into consideration, we urge you to commence an 
investigation into the lobbying activities of the individuals and entities mentioned 
herein. 


Il. 


Lobbying Activities by the Campaign in Violation of FARA and LDA 


Through the creation of a new NGO which appears to be disguising its lobbying activities, 
the lobbying of Congress, and the screening of a film intended to spread misinformation 
about the history of Sergei Magnitsky, the individuals and lobbyists identified below are in 
breach of various statutory lobbying requirements under FARA and the LDA 1995. 


1. Creation of the Human Rights Accountability Global Initiative Foundation 


A. 


(“HRAGIF”) 


HRAGIF was established on 18 February 2016 in Delaware. Its registered 
address is Corporation Trust Center, 1209 Orange Street, Wilmington, 
Delaware, 19801. The address on its LDA filing is 1050 Connecticut NW #500, 
Washington DC, 20036. 
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B. HRAGIF’s stated objective on its website is “overturning the Russian adoption 
ban.” 

C. The following people were involved in HRAGIF’s lobbying activities, and are 
listed as in-house lobbyists on HRAGIF’s LDA filings: 

i. Rinat Akhmetshin 
a. Mr Akhmetshin is a former member of the Russian military 
intelligence services (GRU). He is now based in Washington DC 
as a lobbyist. 
b. He was previously hired by clients with the mandate to generate 
negative publicity. He was paid by a previous client to derail the 
US asylum application of a Russian citizen using false 
allegations of anti-Semitism. ° 
c. He has been accused of organizing, on behalf of Russian oligarch 
Andrey Melnichenko, for the computers of International Mineral 
Resources to be hacked to steal “confidential, personal and 
otherwise sensitive information” so that it could be 
disseminated.* 
ii. Robert Arakelian 
D. The following people have been involved in HRAGIF’s lobbying activities, but 
are not listed in their LDA filings: 
i. Chris Cooper, CEO Potomac Square Group 
ii. Natalia Veselnitskaya, the Russian lawyer for Prevezon 
iii. Anatoly Samochornov, Russian born professional interpreter and project 
manager for the US State Department 

E. Email evidence from Mr. Samochornov to Thomas Klosowicz confirms 
Samochomov and Veselnitskaya’s connection to HRAGIF.” 

F, In its registration forms that were filed on 11, 16 and 20 June 2016, HRAGIF 
states that its current and anticipated specific lobbying issues are “foreign 
adoption issues.”° This statement is false. It has been confirmed that Rinat 
Akhmetshin has been lobbying to attack the Magnitsky Act. 


1 


http://hragi.org/ 
* Please see HRAGIF’s LDA 1995 filings: 


http://disclosures.house.gov/ld/ldxmlrelease/2016/RR/300805895.xml 
http://disclosures.house.gov/ld/ldxmlrelease/2016/RA/300805978.xml 
http://disclosures.house.gov/ld/ldxmlrelease/2016/RA/300806062.xml 
Shttp://www.nytimes.com/2015/02/12/nyregion/russia-time-warner-center-andrey-vavilov.html 
“http://www. leagle.com/decision/In%20FDCO%2020150729B50/In%20re%20A pplication%200f%20Internatio 
nal%20Mineral%20Resources%20B.V ; http://www.forbes.ru/news/305971-byvshii-podryadchik-obvinil- 
melnichenko-v-organizatsii-khakerskoi-ataki 

° See email from A Samochornov to Thomas Klosowicz dated 26 April 2016 confirming Samochornov and 
Veselnitskaya’s connection to HRAGIF, Appendix 1 

° Please see HRAGIF’s LDA 1995 filings: 
http://disclosures.house.gov/ld/Idxmlrelease/2016/RR/300805895.xml 
http://disclosures.house.gov/ld/ldxmlrelease/2016/RA/300805978.xml 

http://disclosures. house.gov/ld/ldxmlrelease/2016/RA/300806062.xml 
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i. He was responsible for organising the screening of the anti-Magnitsky 
documentary in Washington DC (see Section II.2.D.ii). He attended the 
aborted European Parliament screening in Brussels of the same film (see 
Section II.3.C), and he also attended a screening of the film in Moscow. 

ii. He actively lobbied Congress on behalf of Prevezon prior to the House 
markup of the Global Magnitsky Bill on 18 May 2016 (see Section 
I1.2.C.i). 

G. Furthermore, HRAGIF states at section 14 of the forms that it has no 
relationship with a foreign entity that would require disclosure under the LDA. 
This statement is false. 

i. Natalia Veselnitskaya is the lawyer to Prevezon and the Katsyv family. 
Prevezon is a Cyprus company owned by a Russian national, which 
makes it a foreign entity under the LDA. Furthermore, on information 
and belief, both HRAGIF and_ Prevezon’ are being 
controlled/directed/influenced by the Russian Government (see Section 
III), and therefore should be considered as foreign principals under 
FARA. 

ii. Natalia Veselnitskaya played a key role in organising screenings of the 
film intended to rewrite the history of Sergei Magnitsky (see Section 
II.3.C.). On information and belief, in doing so she is being directed by 
the Russian Government (see Section III), and therefore should be 
required to file under FARA. 

H. Because HRAGIF has filed false LDA registration filings with regards to both 
lobbying issues and a relationship with foreign entities, they are in direct 
violation of the LDA and the filing requirements under FARA. 


2. Lobbying of Congress to remove “Magnitsky” from the Global Magnitsky Human 
Rights Accountability Bill 


A. On 17 December 2015 the Global Magnitsky Human Rights Accountability Bill 
(“Global Magnitsky Bill”) was passed in the Senate. 

B. On 18 May 2016 the Global Magnitsky Bill was scheduled for markup by the 
House Foreign Affairs Committee. Republican Congressman Dana Rohrabacher 
tabled an amendment seeking the removal of Sergei Magnitsky’s name from the 
title of the Bill.” 

C. The following individuals lobbied for the removal of the name “Magnitsky” 
from the title: 

i. Rinat Akhmetshin 
a. According to the Daily Beast, a US Congressional Staffer said 
that Rinat Akhmetshin arrived at Congress with Ron Dellums (a 


” See copy of Dana Rohrabacher’s letter to members of the House of Foreign Affairs Committee and 
accompanying articles, Appendix 2 
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former Congressman) without an appointment to discuss the 
Global Magnitsky Bill, which was due for markup the following 
day.® 

b. The Staffer stated that, “They said they were lobbying on behalf 
of a Russian company called Prevezon and asked us to delay the 
Global Magnitsky Act or at least remove Magnitsky from the 
name.”° 

ii. Former Congressman Ron Dellums 

a. Attended Congress with Rinat Akhemtshin the day before the 
markup. 

iii. Mark Cymrot of Baker Hostetler 

a. Mark Cymrot is a Partner at Baker Hostetler, and is one of the 
lawyers instructed by Prevezon in the asset forfeiture case in 
New York. 

b. Mark Cymrot was in phone and email contact with 
Congressional staff members Doug Seay and Paul Behrends, 
briefing them as part of the anti-Magnitsky push to have 
Magnitsky’s name removed from the bill. '° 

iv. Howard Schweitzer, Managing Partner of Cozen O’Connor Public 
Strategies 

a. On information and belief, he lobbied for the removal of 
Magnitsky’s name from the Global Magnitsky Bill. 

D. None of the individuals listed above filed any LDA filings with respect to their 
lobbying activities surrounding the Global Magnitsky Bill. Therefore they are 
acting in direct violation of LDA 1995. 

i. Rinat Akhemtshin is listed as an in-house lobbyist employed by 
HRAGIF for the purposes of its LDA filing. He has not filed any LDA 
filing in respect of lobbying work for Prevezon. Prevezon is also not 
mentioned in HRAGIF’s LDA filings as an affiliated organisation or 
foreign entity under sections 13 and 14 of its LDA filing. 

ii. Furthermore, even if Rinat Akhemtshin was on this occasion lobbying 
for HRAGIF rather than Prevezon, this activity would not be in 
accordance with their stated objective in their LDA filing, as it did not 
relate to “foreign adoption issues.” 

E. On information and belief, efforts to rename the Global Magnitsky Bill are 
under the control/influence/direction of the Russian Government (see Section 
III.3). Therefore any lobbying with respect to this Bill should be filed under 
FARA. None of the individuals above made any filings under FARA, and are 
therefore in violation of these requirements. 


® http://www.thedailybeast.com/articles/2016/05/18/putin-s-dirty-game-in-the-u-s-congress.html 
9 a 

Ibid. 
‘© See Appendix 3 - email from Mark Cymrot to Doug Seay and Paul Behrends 
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i. While lawyers representing foreign principals are exempt from filing 
under FARA, this is only true if the attorney does not try to influence 
policy at the behest of his client.'' | Mark Cymrot cannot rely on the 
lawyers exemption under FARA, as in this instance he was trying to 
influence policy. 


3. Screening of the Documentary “The Magnitsky Act” in Washington 


A. A documentary by Russian filmmaker Andrei Nekrasov entitled, “The 
Magnitsky Act” (the “Film’’) was screened in Washington DC on 13 June 2016, 
at the Newseum. 

B. The Film attempts to claim that the Magnitsky story as told by Mr Browder is 
untrue and that the Magnitsky Act was passed on the basis of an untrue story. 
The Film also seeks to exonerate the Russian Government officials who 
committed the $230 million fraud. 

C. The Film was originally due to be premiered in the European Parliament in 
April 2016, but the screening was cancelled due to its controversial content. 
Natalia Veselnitskaya was reported in the Russian press as being one of the 
organisers of the screening, and a contributor to the film.'? Several lobbyists 
connected to HRAGIF travelled to Europe for the screening, including Natalia 
Veselnitskaya, Anatoly Samochornov, and Rinat Akhmetshin.'’  Rinat 
Akhmetshin was also seen talking to Andrei Pavlov and Pavel Karpov, both of 
whom played a key role in the $230 million Russian Treasury fraud which led 
to the passage of the Magnitsky Act (see Section III about Russian Government 
interests, below). Natalia Veselnitskaya also identifies herself as a Facebook 
friend of Pavel Karpov, who played a key role in the $230 million Russian 
Treasury fraud.“ 

D. The following individuals were involved with the promotion of the 
documentary in Washington: 

i. Chris Cooper of Potomac Square Group was responsible for organising 
the screening.” 
ii. Rinat Akhmetshin was also involved in organising the screening. '° 


" https://www.fara.gov/fara-fag.html#9 

* https://ruposters.ru/news/27-04-2016/evroparlament-film-o-magnitskom 

> Natalia Veselnitskaya was interviewed by several journalists after the event. Anatoly Samochornov and Rinat 
Akhmetshin can be seen in the background during those interviews. http://www.ntv.ru/video/1278965/ ; 
http://5-tv.ru/news/106468/. See Appendix 4. 

“For a screen shot of Veselnitskaya’s Facebook page, see Appendix 8 

> “In the United States, Mr Nekrasov has retained the Potomac Square Group, a small public affairs and 
lobbying firm .....It is run by Chris Cooper, a former Wall Street Journal reporter. Mr Cooper rented the theatre 
in the Newseum and declined to say who was paying his company. “I’m putting this event together for the 
director” http://www.nytimes.com/2016/06/10/world/europe/sergei-magnitsky-russia-vladimir-putin.html?_r=1 
'© «akhmetshin told RFE/RL the showing was private due to copyright issues and that invitees included 
congressional staffers, as well as representatives from the U.S. State Department, the White House’s National 
Security Council, and members of the media” http://www.rferl.org/content/nekrasov-browder-film- 
screening/27787150.html 
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E. The invitation to the screening advised that the event complied with 
congressional gift rules so that Members and staff of the U.S. Senate and House 
of Representatives may attend. '” 

F, The screening was attended by the following members of the US executive and 
legislative branches: 

i. Kyle Parker (Staff member of the House of Foreign Affairs Committee) 
ii. Paul Behrends (Staff member of the House of Foreign Affairs 
Committee) 
iii. Jessica Roxburgh (Congressional Staff member to Republican 
Congressman Dana Rohrabacher) 
iv. David Whiddon (US State Department) 
v. Danielle Bayer (US State Department) 

G. The purpose of screening the Film in Washington DC in the presence of 
Congressional Staff members is a clear lobbying exercise to disseminate 
misinformation about Sergei Magnitsky, with a view to having the Magnitsky 
Act repealed and influence the outcome of the Prevezon case in New York. 

H. Through their involvement in the Film’s screening and promotion in 
Washington DC, both Chris Cooper and Rinat Akhmetshin acted in violation of 
the LDA and FARA. 

i. Neither Chris Cooper nor Rinat Akhmetshin filed LDA registrations in 
respect of this event. 
a. When Chris Cooper was asked by a reporter who was paying his 
company he refused to answer the question. '® 
ii. The screening of the film is linked to the interests of the Russian 
Government and also Prevezon (see Section III.4), and is an attempt by 
the lobbyists to influence public opinion and policy issues by the 
control/direction/influence of the Russian Government, and therefore 
FARA filings are required. Neither individual filed registrations under 
FARA. 


4. Lobbying Surrounding Russia Relations Hearing 


A. On 14 June 2016, the day after the Newseum event, Congressman Royce 
chaired a House Foreign Affairs Committee hearing on U.S. policy towards 
Putin’s Russia. 

B. The hearing was attended by Andrei Nekrasov, Natalia Veselnitskaya and Rinat 
Akhmetshin.'” 


’ Please see Appendix 5 for a copy of the invitation. 

18 «T¢*s the director’s event and the movie people” Cooper said. “I’m not gonna talk about who’s paying for 
what and all that” https://www.buzzfeed.com/rosiegray/newseum-will-host-controversial-magnitsky-film- 
screening-des?utm_term=.pgJyKLJOOm#.vmgk21JVNv 

'® Please see Appendix 6 for photos of these individuals attending the Congressional Hearing 
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C. 


Following that hearing, it was reported in the Russian press that Natalia 
Veselnitskaya filed a report with Congress containing evidence that the grounds 
for the Magnitsky Act were based on lies. She said, “I am qualified to talk 
about it as a lawyer, and I am stating that I know the facts that can help the 
Congress to figure out this complicated story.”*° 

Andrei Nekrasov also provided Dana Rohrabacher with a written statement to 
be entered on the record, in which he repeated the false allegations that he 
makes in the Film.*! 

Neither Natalia Veselnitskaya nor Rinat Akhmetshin filed any FARA or LDA 
filings with regards to this hearing. On information and belief, they are acting 
under the control/direction/influence of the Russian Government (see Section 
III), a FARA filing is required. 

i. While lawyers representing foreign principals are exempt from filing 
under FARA, this is only true if the attorney does not try to influence 
policy at the behest of his client.” By disseminating anti-Magnitsky 
material to Congress, Ms. Veselnitskaya is clearly trying to influence 
policy and is therefore in violation of her filing requirements under 
FARA. 

ii. Furthermore, if Ms. Veselnitskaya was lobbying as a representative of 
HRAGIF, the organisation is in breach of its LDA filing for: 

a. Failing to list her as a lobbyist 
b. The lobbying was not in accordance with its stated objective of 
“Foreign Adoption Issues.” 


5. Further Lobbyists Involved 


A. Glenn Simpson 


i. Glenn Simpson is a former Wall Street Journal correspondent who co- 
founded firms, SNS Global and Fusion GPS, which specialize in 
generating negative press against their clients’ opponents. 

ii. Four different journalists at the Financial Times, New York Times and 
the Wall Street Journal have all confirmed to Hermitage that Glenn 
Simpson has been hired by Prevezon to lobby for the anti-Magnitsky 
Campaign. 

iii. Neither Glenn Simpson, SNS Global or Fusion GPS has submitted any 
LDA or FARA filing in respect of its lobbying activities in relation to 
the anti-Magnitsky campaign, which is clearly seeking to influence U.S. 
public opinion on policy issues (namely to repeal the Magnitsky Act and 
de-rail the Global Magnitsky Act). 


*° http://m.sputniknews.com/us/20160615/1041346419/veselnitskaya-congress-magnitsky.html 
*I Please see Appendix 7 for Andrei Nekrasov’s Statement 
*? https://www. fara.gov/fara-fag.html#9 
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III. The Russian Government Interest in Lobbying Activities by the Campaign 


The Russian Government has a significant vested interest in repealing the 2012 Magnitsky 
Act and derailing the passage through Congress of the proposed Global Magnitsky Bill. Asa 
result, there is reason to believe that the lobbying activities connected to the repealing of the 
Magnitsky Act are in the interests of the Russian Government, and should be declared 
pursuant to FARA. 


1. Historical evidence of the Russian Government interest in repealing the 
Magnitsky Act 


A. Shortly after beginning his third term as President, President Vladimir Putin 
made it his primary foreign policy objective to prevent the passage of the 
Magnitsky Act. 

i. The Signed Decree on Measures to Implement Foreign Policy, 
published on 7 May 2012, stated that, with regard to relations with the 
United States of America, the primary objective is “to work actively in 
prohibiting imposition of unilateral extraterritorial sanctions of the 
United States of America against Russian legal entities and 
individuals;”” 

B. The initial reaction by the Russian Government to the 2012 passage of the 
Magnitsky Act was one of hostility. 

i. During a press conference on 20 December 2012, following the passage 
of the Magnitsky Act, Russian President Vladimir Putin stated that, 
““This is undoubtedly an unfriendly act towards the Russian 
Federation...it is outrageous to use [problems in Russia] as a pretext to 
adopt anti-Russian laws, when our side has done nothing to warrant 
such a response.” ~* 

ii. As an immediate retaliation to the Magnitsky Act the Russian Duma 
passed its own Anti-Magnitsky Law. On 28 December 2012, Vladimir 
Putin signed the law into effect which banned the adoption of Russian 
Children by Americans. It was also known as the “Law of Dima 
Yakovlev.” The new law immediately halted adoption by American 
families of Russian children. In total 300 adoptions that were in progress 
were stopped. 

iii, On 12 April 2013 the United States published its initial Magnitsky 
sanctions list, naming 18 individuals who would face visa bans and asset 


23 


http://www.kremlin.ru/events/president/news/15256 
*4 http://thesantosrepublic.com/2012/12/22/president-putins-complete-news-conference-on-2012-highlights-u-s- 


magnitsky-act-human-rights-etc-full-text-and-video/ 

°° http://www.metronews.ru/novosti/putin-schitaet-adekvatnym-otvet-gosdumy-na-akt-magnitskogo/Tpollt--- 
QitiM3ypHIKs/ ; http://www.voanews.com/content/story-of-one-american-family-russian-adoption-told-in- 
documentary/1799234.html 
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freezes pursuant to the Magnitsky Act. The following day, on 13 April 
2013, the Russian Government retaliated by publishing its own list of 18 
US Citizens that would be denied entry into the Russian Federation.”° 


2. The animosity by the Russian Government towards the Magnitsky Act has not 
diminished over time, and in fact seems to have increased in the last 6 months. 


A. On 3 December 2015 Russia’s General Prosecutor Yuri Chaika provided a 
letter of reply to the newspaper Kommersant, in which he stated that; the 
adoption of the Magnitsky Act was the result of a large scale, deceitful PR 
campaign orchestrated by Mr. Browder to shift the blame for his crimes to 
Russian officials; and that the passage of the Magnitsky Act was based on 
emotions and anti-Russian sentiment rather than objective evidence. 7” 

B. Chaika’s statements were part of a significant escalation in Russian 
Government Anti-Magnitsky propaganda since December 2015. 

i. On 13 April 2016, Russian State-owned channel Russia-1 TV aired a 
30 minute film called “The Browder Effect,” accusing Mr. Browder of 
being a CIA spy recruited in the 1980’s to bring down the USSR, of 
killing Sergei Magnitsky, and of committing the $230 million Russian 
Treasury fraud. 

ii. In April 2016, Andrei Nekrasov’s documentary was due to be 
premiered in the European Parliament. While the screening was 
aborted, there were several former Russian government officials 
present, such as Pavel Karpov, who played an instrumental role in the 
fraud. 

C. On 31 May 2016, Russia’s Foreign Minister Sergey Lavrov stated that the 
Magnitsky Act was an attempt by the US to contain Russia.~® 


3. Russian Government officials are openly supporting the lobbying campaign to 
derail the Global Magnitsky Bill and repeal the Magnitsky Act 


A. In April 2016, a 4-person US Congressional delegation to Russia which 
included Dana Rohrabacher were given a confidential letter by the Russian 
government, containing a series of allegations which mirrored the allegations 
being advanced by the anti-Magnitsky campaign.~” 

i. The author of the letter offered to bring the evidence to substantiate the 
allegations before the House Subcommittee on Oversight and 
Investigations. 


26 


http://www.mk.ru/politics/2013/04/13/841062-moskva-obnarodovala-quotantimagnitskiy-spisokquot.html 
cal http://www.kommersant.ru/doc/2876887 


8 hittp://www.mid.ru/foreign_policy/news/- 
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ANCE _cKNonkJE0O2Bw_languageId=en_GB 
°° hittp://www.thedailybeast.com/articles/2016/05/18/putin-s-dirty-game-in-the-u-s-congress.html 
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ii. The letter ended with the following political enticement “Changing 
attitudes to the Magnitsky story in the Congress, obtaining reliable 
knowledge about real events and personal motives of those behind the 
lobbying of this destructive Act, taking into account the pre-election 
political situation may change the current climate in interstate relations. 
Such a situation could have a very favourable response from the Russian 
side on many key controversial issues and disagreements with the 
United States, including matters concerning the adoption procedures”. 

iii. Ken Grubbs, Dana Rohrabacher’s press secretary, confirmed that not 
only had the letter been provided by the Russian Government, but that 
“most of the information from Russia comes from the government 
itself.”*° 

iv. Following receipt of the letter, Dana Rohrabacher sought to temporarily 
delay the markup of the Global Magnitsky Bill. The deferral more or 
less coincided with the scheduled premiere of the film at the European 
Parliament, which repeats many of the allegations made in the letter. *" 

B. Russian Government officials have commented extensively in the press in 
support of Nekrasov’s documentary. 

i. At least five Russian State TV channels sent representatives and camera 
crews to the aborted European Parliament screening of the Film in April 
2016. 

ii. Following the Film’s Washington screening, Sergei Lavrov, Russia’s 
Foreign Minister, told a Moscow newspaper that “A great number of 
facts have appeared-including documentary films which, by the way, are 
forbidden from being shown in Europe for some reason — confirming 
that the death of Sergei Magnitsky was all the result of enormous 
trickery by this....Browder, who is an unscrupulous swindler”** On 31 
May 2016 he stated to a different paper that, “Sergei Magnitsky’s death 
is the result of a huge scam by William Browder who is nothing but a 
sleazy crook.”*? 

iii. On 15 June 2015, General Prosecutor Yuri Chaika stated “Yesterday, 
you know, in Washington, the film was shown in a closed directed mode, 
the director Andrei Nekrasov, which, in principle, cannot be blamed for 
the love of Russia. He really made a few TV shows, movies, where, in 
principle, on the negative side was illuminated Russia. But he made a 
film about Magnitsky; but he found the courage, when shooting a film 
about Magnitsky, and saw what was happening and made a film-truth. 


3° http://www.thedailybeast.com/articles/2016/05/18/putin-s-dirty-game-in-the-u-s-congress.html 

3! http://www.thedailybeast.com/articles/2016/05/18/putin-s-dirty-game-in-the-u-s-congress.html 

Se https://next.ft.com/content/1eb38914-2ca4-11e6-a18d-a96ab29e3c95 

°° http://www.mid.ru/foreign_policy/news/- 

/asset_publisher/cKNonkJE02Bw/content/id/2298019?p_p_id=101 INSTANCE cKNonkJEO2Bw&_101 INST 
ANCE _cKNonkJEO2Bw_languageId=en_GB 
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This film is a guilty verdict Browder, I think this film will be released 
here”** 


4. The Russian Government also has a vested interested in ensuring that Prevezon 
Holdings Limited and its affiliated companies successfully defend asset forfeiture 
proceedings brought against them by the United States Government in New 
York, in which Prevezon is accused of laundering proceeds of the $230 million 
fraud. 


A. Prevezon is owned by Denis Katsyv, the son of a Russian government official, 
Piotr Katsyv. Denis Katsyv currently has $7million frozen by the Swiss General 
Prosecutor, pursuant to a criminal investigation by the Swiss authorities into the 
laundering of proceeds from the $230 million fraud. 

B. If the United States Government is successful in its civil forfeiture action 
against Prevezon, the ramifications for the Russian Government would be 
extremely significant. A judgment against Prevezon from a New York court 
would be the first judicial finding, globally, to find an entity guilty of 
laundering proceeds from the $230 million fraud. 

C. Such a decision would galvanise efforts in other countries that are already 
investigating the laundering of the proceeds, and would assist in encouraging 
other jurisdictions that have not yet opened up investigations to do so. Therefore 
it is in the Russian Government’s interests to do everything in its power to assist 
Prevezon in successfully defending these proceedings. 

D. This concern was vocalised by General Prosecutor Yuri Chaika’s December 
2015 statements in Kommersant magazine, in which he refers to the Prevezon 
case and states that if Prevezon are found guilty, the decision will legally 
validate Browder’s version of the entire story — from the embezzlement of 
Russian Treasury funds to the murder of Sergei Magnitsky. He also states that, 
“the judgment undoubtedly would have precedential value in many 
countries.” 


In summary, the recent lobbying and events which took place in Washington and Europe 
must be seen in the wider context of a sustained anti-Magnitsky campaign by the Russian 
Government. On the evidence above, on information and belief the Russian Government, 


* http://tass.ru/politika/3364968 

°° “Browder and his curators have decided to reinforce these vulnerable position by going to court in the United 
States. Russian businessman was charged. And now we are by watching with interest the process. There is no 
doubt that the calculation was the fact that under the powerful pressure of the US legal state machine will be 
concluded a settlement agreement with the defendant. Thereby held legally significant decision, and without 
examining the evidence by the court. And this decision, firstly, to be legalized version Browder that budget 
money is not he kidnapped and Russian officials, and secondly, underpinned by the court the way the theft of 
these funds, allegedly uncovered Magnitsky and put in the rationale for the adoption of the law, then named 
after him. In addition, the judgment undoubtedly would have precedential value in many countries.” Russian 
General Prosecutor Yuri Chaika’s interview with Kommersant Magazine, 3" December 2015. 
http://www.kommersant.ru/doc/2876887 
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through Prevezon, HRAGIF and Andrei Nekrasov, was behind all the lobbying activities 
outlined herein, and therefore should have been declared under FARA. 


IV. 


Conclusion 


. With respect to the activities of the HRAGIF, we believe it filed inaccurate 


information in its LDA filings, and it failed to file FARA filings when it was required 
to do so. 

A. In its LDA filings, the HRAGIF stated that its current and anticipated lobbying 
purpose is “foreign adoption issues;” however; the entity, its in-house 
lobbyists, and close associates were involved in the screening of the Nekrasov 
documentary in Washington and Europe, Congressional lobbying prior to the 
Global Magnitsky Bill markup, and Congressional lobbying surrounding the 
Putin hearing. These activities do not fall under the remit of “foreign adoption 
issues,” and therefore the information in HRAGIF’s LDA filings is inaccurate. 

B. In its LDA filings, the HRAGIF stated that it had no relationship with a 
foreign entity that would require disclosure under the LDA. However, Natalia 
Veselnitskaya, a close associate of HRAGIF, is also the lawyer to Prevezon (a 
foreign entity). Therefore HRAGIF’s statement in their LDA filing is false. 


. With respect to the lobbying of Congress to remove “Magnitsky” from the Global 


Magnitsky Bill, the following lobbyists involved have failed to file their lobbying 
activities with the relevant authorities, and are therefore in violation of their filing 
requirements under the LDA. 

A. Rinat Akhmetshin (lobbying on behalf of Prevezon) 

B. Ron Dellums 

C. Mark Cymrot 

D. Howard Schweitzer 


With respect to the promotion of the Film in Washington DC and Europe, the 
following lobbyists are in violation of their LDA requirements: 

A. Chris Cooper 

B. Rinat Akhmetshin 


Glenn Simpson also conducted lobbying activities for the Campaign, and failed to file 
a lobbying registration under the LDA. 


. None of the entities or individuals above has filed under FARA. We believe that these 


lobbyists are attempting to influence U.S. public opinion on policy issues, specifically 
the repeal of the Magnitsky Act and the removal of “Magnitsky” from the Global 
Magnitsky Bill, and are working under the direction of the Russian Government. 
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6. As shown in Section III, there is a vested Russian Government interest in all the anti- 
Magnitsky lobbying activities outlined herein. Hermitage believes that both Prevezon 
and HRAGIF are being funded by and directed by the Russian Government to push its 
anti-Magnitsky agenda and influence US public policy, its objective being the repeal 
of the 2012 Magnitsky Act and the derailment of the proposed Global Magnitsky Act. 


7. Taking this information into consideration, we urge you to commence a thorough 
investigation into the lobbying activities of the individuals and entities mentioned 
herein. 


We remain available to provide you with any assistance you require. 


Yours sincerely, 


Hermitage Capital Management 
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APPENDIX 


Appendix 1: Email from A Samochornov to Thomas Klosowicz dated 26 April 2016 confirming 
Samochornov and Veselnitskaya’s connection to HRAGIF 


Appendix 2: Dana Rohrabacher’s letter to members of the House of Foreign Affairs Committee 
Appendix 3: — Email from Mark Cymrot to Doug Seay and Paul Behrends 


Appendix 4: Photographs of Natalia Veselnitskaya, Anatoly Samochronov, Rinat Akhmetshin, Pavel 
Karpov and Andrei Nekrasov at aborted Brussels premiere of “The Magnitsky Act.” 


Appendix 5: Copy of the invitation to the Newseum screening of the Magnitsky Act in Washington DC 
Appendix 6: Photograph of individuals attending Congressional hearing on 14 June 2016 


Appendix 7: Andrei Nekrasov’s statement submitted to Dana Rohrabacher after Congressional Hearing on 
14 June 2016 


Appendix 8: Screenshot of Natalia Veselnitskaya’s Facebook page 


